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Key Point
Introduction ey Points
During the 70's, many declared ‘Space’ as the 4" | e Niche and

disruptive  technologies

and final frontier of warfare. Today, however, the especially in the field of electronic and

5" dimension—a virtual dimension of cyber and cyber counter-space capabilities has

electromagnetic spectrum (EMS) is ubiquitous, enabled a wider range of actors, including

. . . . states and non-state actors to target and
and we all are involved in an information and cyber

. ] disrupt space eco-systems, including both
war (competition and confrontation) to safeguard 3 o ,
military and civilian satellites.

our strategic space in a multi-polar and multi-
domain war. Space and cyber systems together
form a potent mix which is both advantageous to
mankind but at the same time can also destroy it—
there exists an ‘umbilical bond’ between them.
Outer space is crowded, with more than eighty
countries either owning or operating satellites. It is
no longer a preserve only of states, but an
increasing variety of players including many non-
state actors, private sector enterprises and

academic institutions, are jostling for access.

This article focusses on non-kinetic military

capabilities in space and counter-space that seeks

While a kinetic space war has not yet
started, the non-kinetic space war is
already underway, which can even cause
a nuclear ‘Armageddon’.

The existing regulatory framework (OST)
does not cover the threat to space
systems posed by electronic and cyber
capabilities— specific and appropriate
measures that define norms of behaviour
and rules of engagement in these
domains, are urgently required before it is

too late.
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to prevent “an adversary from exploiting space to their advantage”.’ These capabilities

enable a space power to maintain “a desired degree of space superiority by the destruction

or neutralisation of enemy forces”.? Kinetic capabilities, which involves physical destruction
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of a space object, are difficult to hide from the international community, however it could
prove difficult to establish identity of attacker. Electronic and cyber-attacks are much harder
to detect because it is difficult to distinguish between a ‘non-intentional failure’ or a
‘malfunction’. More importantly, such capabilities can be developed and deployed or even

used without detection—such attacks are already taking place.

Current Space Status

During the Cold War, outer space utilisation was primarily for strategic operations, such as
strategic intelligence gathering, early warning of nuclear attack and executing arms control
agreements. ® Space eco-systems have become far more innovative, technologically
advanced, congested, and confrontationist, which paradoxically has made access to outer
space much cheaper for governmental and private actors alike. Today most states view
space from the prism of security, and it plays a pivotal and often decisive role in conventional
military operations, and contributes substantially towards tilting the balance of power.
Offensive or defensive counter-space operations impacts not only the security sector, but
also the social and economic sectors across continents because of large-scale civilian
dependency on space-based applications. Being vital to both civilian and military operations,
the probability of inadvertent escalation and conflict gets heightened, for instance, a
disruption or denial of service (DOS) during period of heightened tensions creates

unnecessary panic, even if the incident was a natural incident or due to a mechanical failure.
Space is getting Crowded and Competitive

The brief post-Cold War lull was broken with a sudden surge in interest and emphasis on
hard power capabilities in outer space. Since 2007, several States have begun to test anti-
satellite (ASAT) capabilities, after an unofficial moratorium that lasted for more than two
decades. USA has set up space forces, and many nations including Russia, China, France
and even India (Space Command) have plans for a similar force. Space has become
another domain where geo-politics and competition are playing out. The trillion-dollar
commitment made by President Obama and further enhanced by Trump for modernisation of
the entire US nuclear eco-system will mainly impact space infrastructure and communication
(ESM), and has already activated an intense nuclear and space race, mainly due to its
impact on second strike capabilities of nations.* The current India-China military standoff
finds a reflection in space domain.® Outer space capabilities have become critical to

comprehensive national power (CNP) of a Nation.



Expanding Counter Space Capabilities

Niche and disruptive technologies, and capabilities to use offensive and defensive counter-
space capabilities has become a strategic imperative for global powers, leading to increasing
instances of electronic and cyber warfare. Multipolar (nationalism, nation first,
authoritarianism, religious, social and economic asymmetry, global warming), multi-domain
characteristics of competition, confrontation and even conflict is providing an impetus for a
space arms race as major spacefaring powers seek new military space capabilities. While
the norm to ‘not test’ ASAT weapons is seldom breached, there are indications that other
norms, such as non-interference in satellite operations, is weakening. It is a truism that
whenever more actors/competitors enter an established field, rules/SOPs are challenged
and violated especially when some find it convenient to create/maintain an edge, resulting in

acceleration of the race to dominate the electromagnetic and cyber domains.

Types of Counter-Space Capabilities

There are four types of counter-space capabilities vis. kinetic physical, non-kinetic physical,
electronic and cyber.® Similarly, RAND Corporation in their study have classified ‘space-
based weapons” into several distinct classes of weapons’ vis. kinetic-energy weapons
against missile targets and against surface targets; space based conventional weapons
against surface targets; and directed energy weapons (first three kinetic and last non-

kinetic).

o Kinetic physical operations and capabilities. These cause permanent and
irreversible destruction of a satellite or to ground support infrastructure through force
of impact by an object or detonation of a warhead. These technologies include direct-
ascent ASAT missiles and co-orbital systems. ASATSs are typical kinetic weapons.®

e Co-orbital systems (non-kinetic physical). These systems are satellites placed on
similar orbits and can be directed to intercept or interfere with other satellites through
close orbital rendezvous operations.

o Electronic Warfare (EW). Electro-magnetic pulses or directed-energy weapons
(laser beams or microwave bombardments) interfere with or jam communications to
or from satellites, but do not cause any permanent physical damage.

o Cyber Warfare Technologies. Includes the usage of software and network
techniques to compromise, control, interfere or destroy computer systems linked to

satellite operations.



Use of electronic and cyber means have become preferred methods of attack especially in
grey zone operations as attribution, intention and even the final impact is difficult to discern,
thereby, making proportional responses problematic. Such counter-space capabilities can be
used to deny, degrade, disrupt, or destroy space systems. Additionally, the requisite
technology for electronic and cyber warfare is becoming ubiquitous and diverse, accessible
even to non-state actors.? Each form of attack and methodology used, operates in different
ways, is suitable for different kinds of targets, has different response times, and requires
different numbers of weapons (in orbit) to achieve the degree of responsiveness required to

reach a particular target when needed.
Nuances of EW Capabilities: Jamming, Spoofing and Other Methodologies

Jamming is an electronic attack that interferes with radio frequency communications by
creating noise in the same frequency band and within the field of view of the antenna of the
satellite or receiver it is targeting, thus disrupting communications. Jamming is temporary
and reversible. A number of different jamming options are available including proactive,
function-specific or hybrid-smart jamming to produce the most effective results.’ Spoofing
refers to electronic attack whereby fake signal is produced by the attacker’s device. In this
case, if the spoofing attack targets the downlink data from a satellite to the ground, then it
could end up feeding false or corrupt data into the ground receiver system. Lasers have also
been used to blackout reconnaissance satellites and have been found to be quite
successful. This is called dazzling, and several States are reported to be investing in this

capability.” However, the power requirements for significant effects are still a challenge.

Global Positioning System (GPS) satellites have proven to be particularly vulnerable to
jamming— by blocking users from acquiring useful and accurate positioning, navigation and
timing data from the satellites. But jamming is primarily restricted to civil GPS signals, as

m|||tary Signals are more robust' The gIObaI dependence on GPS data, have made GPS
systems more vulnerable to be used to cause widespread disruption. gych actions, if not

controlled through new rules or norms, could reduce the utility of outer space for providing
services. It could also lead to a general dilution of the norms of behaviour in outer space,
thereby, increasing security competition that could have a longer-term impact on the
peaceful utilisation of space. Today, effective counter-systems are being developed,
deployed and activated to ‘geo-locate and characterise enemy jammers’— making enemy
systems vulnerable to destruction and damage. Enemy electronic systems “could be
destroyed, avoided, and negated via adaptive, real-time filtering or otherwise defeated by

other electronic protection tactics like increasing transmitter power”."



Instances of Use
Though rarely reported, some instances of EW are as follows:

e The US has the technical knowhow to undertake jamming of Global Navigation
Satellite System (GNSS) receivers, such as GLONASS or Beidou, in a small
restricted area of operation to avoid those systems being used by adversaries.

e In an incident in 2006, China reportedly made efforts to blind US spy satellites flying
over Chinese territory using high-powered lasers. US officials claim that China has
this capability and has ‘exercised it’."

e There are reports of Iran engaging in electronic warfare activities. In a specific case,
Iran was accused of jamming certain news broadcasts of BBC’s Persian TV in order
to prevent Western media from reaching domestic viewers. This jamming was
evident during coverage of the 2009 Iranian presidential elections and the 2011 Arab
Spring revolts.’ Recently (2020), Iran has reportedly jammed the GPS Navigation
System to divert ships into Iranian territorial waters to bypass detection from the
space satellites. Similarly, in the Middle East, Russian forces have jammed the GPS
System including those of advanced F-22 and F-35 US fighters near the Iranian
airspace.’

¢ In November 2018, Russia was suspected of disrupting GPS signals in northern
Norway and Finland as the two nations participated in NATO’s Trident Juncture

exercise.'®
Nuances of Cyber Warfare

The accessibility and affordability of cyber warfare systems, has led to its increased
presence in space —both in quality and quantity; less advanced states, have also been able
to develop space-cyber warfare capabilities. Due to strategic and security considerations,
the number of reported cyber interference are few. Many states apart from the big three (US,
China and Russia), like Iran and North Korea have demonstrated their capabilities and

willingness to carry out cyber-attacks against non-space targets.

In December 2019, NATO Foreign Ministers formally declared space as an ‘operational
domain,” thereby, extending the alliance’s range from land, sea, air and cyberspace to
operations in space.”” As cyber warfare and hybrid threats become the ‘weapon of choice’
for state and non-state actors, and as global economy and daily life is increasingly becoming
dependent on space, therefore, space systems may well become the next front in cyber
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unintended consequences and has the potential to lead to a serious conflict. Naturally,
commercial space satellites may be more vulnerable compared to military assets. Cyber
warfare capabilities will become the biggest challenge in the coming years as it can be
developed and deployed much faster than an ASAT and is much cheaper. In 2017, a senior
US military official went on record to state that cyber-attacks are the “No 1 counter-space
threat”. The Director of US National Intelligence, James R. Clapper, made similar
observations. ' Interference with communication satellites could affect the integrity of military
operations in addition to creating disruptions with capabilities that are used for airline safety,

security and cargo vessels in the high seas.?

Cyber warfare is a more direct form of attack than electronic warfare measures as it targets
the transmitting radio frequency signals. It warrants more sophisticated capabilities and
expertise, but the availability of large number of independent hackers makes it easier for
states to outsource operations to mercenary individuals or groups and at the same time
maintain deniability. Currently, states can prosecute variety of cyber-attacks, creating tactical
and strategic impacts through ‘theft, alteration, or denial of information, as well as control or
destruction of satellites, their subcomponents, or supporting infrastructure’.?’ With greater
number of space programmes using ‘more advanced on-board processing, all digital
components, software-defined radios, packet based protocols, and cloud enabled high

performance computing, the attack surface for cyber-attacks is also increasing”.?

Amplifications of Cyber Threats to Space Assets

Space systems are usually divided into three technological and operational segments, which
are responsible for different functions and are therefore exposed to different cyber threats

vis. the ground segment, the space segment, and the link segment.?®

o The ground segment consists of all the ground elements of space systems and
allows command, control and management of the satellite itself as well as the data
arriving from payload and delivered to the users. Due to their role in collecting data,
the ground stations and terminals are exposed to the threat of cyber espionage from
state and non-state actors. Moreover, the military importance of satellites renders
them prime targets for hostile takeover, disruption and shutdown. Most cyber-attacks
on the ground segment exploits web vulnerabilities wherein the ground station
personnel are ‘deceived’ into downloading malwares and Trojans, that corrupts the
computers. Infiltrating the ground station’s network can allow the attackers to access

the satellite itself. Hostile access could enable the attacker to execute a Denial of



Service (DoS) attack and may also involve the taking over of Industrial Control
Systems (ICS) in order to control the satellite and damage it.

e The space segment comprises of the satellites. Cyber threats to space segments
are usually derived from the vulnerabilities in ground stations, in network
components, and in the receivers, that receives the data from the satellite, thus
allowing the attacker to infiltrate into the network and still remain undetected. Another
threat may involve the introduction of a malware into the satellite’s hardware in the
supply chain, in order to attack the ground units at a later stage. Consequences of
cyber-attacks on satellites could also be aggravated due to the rising connection and
use of Internet of Things (IoT) devices. An attack on a communication satellite could
cause wide disruptions to communication channels across countries, causing panic
and endangering national security.

e The link segment comprises the electromagnetic spectrum between the satellite and
the ground station, as well as between satellites, and also the aspects of jamming,

spoofing and dazzling.
Instances of Use

¢ In 2014, the US National Oceanic and Atmospheric Administration confirmed that
one of its satellites had been hacked, however, none of its data was
compromised.?*

e A group of Russian-speaking hackers, with possible links to the Russian
government, has been reported to be using malware named ‘Turla’ for attacking
the communication satellites that use unencrypted data links.?

e In October 2018, systems of the US National Aeronautics and Space
Administration were hacked, and personal data of current and former employees

were found to be compromised.?
Outer Space Regimes: 1967 Outer Space Treaty?’

The Treaty on Principles Governing the Activities of States in the Exploration and Use of
Outer Space, including the Moon and Other Celestial Bodies (referred to as Outer Space
Treaty, or OST) is the foundational treaty regulating outer space activities.”> The OST and
four subsidiary legal instruments— the Rescue Agreement of 1968, the Space Liability
Convention of 1972, the Registration Convention of 1976, and the Moon Agreement of
1979— have largely maintained the sanctity of outer space. Article Il of the OST has a direct
reference to the Charter of the UN, wherein it states that all States Parties “carry on activities

in the exploration and use of outer space, including the moon and other celestial bodies, in



accordance with international law, including the Charter of the United Nations, in the interest
of maintaining international peace and security and promoting international cooperation and
understanding”. Article IX of OST amplifies that any activity in outer space which would
cause potentially harmful interference, shall undertake appropriate international
consultations before proceeding with any such activity or experiment”. Concurrently those
states affected have a right to ask for consultation. Although the treaty prohibits the
placement of weapons of mass destruction (WMD) in outer space, it does not explicitly ban
weapons other than WMDs in outer space. This is increasingly being interpreted to suggest
that “non-WMD armaments in space do not violate international law”.?° Another limitation is
that, forbidding weapon placement in space does not necessarily forbid use of weapons in
space such as ASATSs. Therefore, lack of clarity and different interpretations of key concepts
like ‘peaceful use (can be interpreted as ‘non-military’ or ‘non-aggressive’ use)’, ‘defensive
use’ and ‘space weapon’ represents a challenge for the OST. This has many a time led to
offensive interpretation, because of fear that other States may have already interpreted and

acted accordingly.
EW and Cyber Domains: Complicating Space

Ambiguity becomes acute while dealing with cyber and EW due to difficulty in detection and
attribution. States also engage in probing electronic and cyber defences of potential
adversaries, but it is unclear if this would constitute an actual attack— a problem that
becomes even more serious if non-state actors are employed to front such attacks. The
presence of non-state actors further aggravates these issues because it is unclear if an
attack on a non-state actor, like a private corporation, can be considered as an attack by one

State on the other.
Umbilical Bond: Space and Cyber

o Risk of Nuclear Response to Cyber-attacks. All nuclear weapon states (NWS) and
their allies rely on space-based systems to provide early warning of a nuclear attack.
The very existence of space weapons threatens the security structure of any Nation,
causing apprehension and increasing risk of nuclear retaliation. While currently this is
more applicable to the big three, the same is valid for India-China-Pakistan. Increase
in space weapons will trigger development of space-based defences and ASATSs.
These in turn, would endanger all adversarial nations’ early warning (EW) systems,
impair intelligence efforts, and increase uncertainty. All NWS would become unsure
of their own second strike capabilities including the US, thereby, increasing the risk of

an accidental nuclear weapons attack. The perceived vulnerability of EW systems will



force nations to adopt destabilising countermeasures, such as advanced ASAT
weapons.®® Therefore, reliability on space EW systems is vital and must continue.
The qualitative and quantitative asymmetry in space, nuclear and cyber capabilities
between China and India is so vast that it could lead to ‘unintended escalation’.

Cyber Attacks in Space and its Implications. A joint study by think tanks from the
US and China concluded that cyber-attacks on nuclear systems could trigger conflict,
with both the Nations underestimating the risk. This three-year study by the Shanghai
Institutes for International Studies (SIIS) and the Carnegie Endowment for
International Peace (CEIP) found that the major powers not only lacked an effective
mechanism to deal with the risk of an attack on nuclear systems escalating into

conflict, but were also not fully aware of the persisting threat.®’

As per Lu Chuanying,
the Director of the International Cyberspace Governance Centre at SIIS , the use of
cyber operations for intelligence gathering ‘are relatively inexpensive, non-lethal,
often effective, and not clearly illegal; because they seem, and often are less
destructive, more temporary in their effects, and generally less provocative than the
use of human spies and certainly kinetic weapons— cyber operations hence poses a
lower risk of escalation’. However, Gen Alexander who was the Director of National
Security Agency (NSA) and US Cyber Command when questioned during
confirmation hearings by senators in the Congressional Committee about cyber-
attacks responded that the President would be the judge of what constituted cyber
war; if America responded with force (including in cyberspace) it would be in keeping
with the rules of war and the “principles of military necessity, discrimination, and
proportionality”.* NWS do not currently have a strong motivation to build a risk-
reduction mechanism together, as they are not yet fully aware of the potential risk.
Hence, the best solution would be to enter into an agreement (specially NWS)
prohibiting cyber-attacks on each other’s nuclear systems—but trust deficit between
them makes it very hard to reach such a deal.

Response to Cyber Threats. In response to the rising cyber threats to space
systems, many state agencies, contractors and commercial companies have started
developing new technologies, or upgrading existing ones which were not secured by
design. In December 2018, Lockheed Martin was awarded a US Air Force contract to
modernise GPS ground control systems to support an anti-jamming GPS signal
named M-Code, which will allow the Air Force to continue operating the GPS3
constellation with existing ground systems until 2025.% In January 2019, NASA
announced that it would start testing an open-source Blockchain platform in order to
address potential issues of privacy and to prevent spoofing, DoS and other attacks.*

In March 2019, Lockheed Martin announced that it had developed a new software-



defined satellite architecture called SmartSat as a space segment solution, which will
enable more capabilities and greater control of in-orbit satellites for ground operators.
It would provide greater precision in diagnosing problems such as cyber incidents, as
well as to allow satellites to back each other up. Operators will also be able to update
on-board cyber defences to address new threats.** While these will mitigate specific
cyber threats, a comprehensive problem requires a comprehensive, unified and
systematic policy solution to guide the efforts of protecting space assets and

services.
Recommendations

Notwithstanding the loopholes and functionality of the OST, it will be difficult to draft a
comprehensive Treaty or Agreement, and more importantly bring all the nations together on
a common platform, given the current geo-politico-security environment. This dilemma was
evident at the UN Group of Governmental Experts (UNGGE) on the Prevention of an Arms
Race in Outer Space, which met in Geneva in 2018-19. The UNGGE'’s inability to reach a
consensus and produce an outcome report in its final session provides evidence of the
difficulties in space governance and the lack of consensus among the major powers on
defining the vital space security concepts—what a space weapon is? what constitutes an
armed attack in outer space? and the application of the right to self-defence. Two opposing
perspectives prevails on global governance in outer space— first, the belief that legal
measures are necessary to resolve the problems being faced by the current space regime,
and the second, that given the contemporary political climate, traditional transparency and
confidence building measures (TCBMs) or norms are more practical goal. A better approach
could be something in between.*® This could take the form of a legally binding TCBM that
encompasses new outer space codes of conduct. While TCBMs are traditionally construed
as political measures rather than treaties, legally binding TCBMs could be a useful middle
ground. It is pertinent to mention that India which has emerged as a reckonable and
technologically capable space nation, can make a difference with its considerable geo-
political stature and soft power capabilities, and can be the driver to expedite the dialogue for

a modern holistic space regime. Some major recommendations are as follows:

e The UN Disarmament Commission (UNODA) which is the multilateral body in
Geneva responsible for international arms control negotiations, including for outer
space should get revitalised. If a workable outer space policy is not instituted
expeditiously, then countries will be forced to rely on deterrence to protect their

assets in outer space. This approach would be inherently destabilising and would
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have a cascading effect— if one country relies on deterrence, others will be forced to
follow, making further negotiations difficult.

The OST has served as a useful instrument in ensuring safe and secure access to
outer space, however, the development of counter-space capabilities including EW
and cyber warfare measures is a major threat that needs to be dealt with more
holistically in a fresh/reviewed OST. The revised OST must include a prohibition on
all weapons in space, both offensive and defensive, as they are hard to distinguish.
Definition and interpretations of terms such as ‘space weapon’, ‘weaponisation of
space’ and ‘peaceful uses of space’ needs to be clearer and more precise if the
challenges of counter-space technologies, especially electronic and cyber warfare
technologies, are to be dealt with in an effective manner. 'Weapons’ would have to
be defined for the purposes of this treaty which distinguishes between space objects
with a peaceful purpose and items that are not relevant to the objective of preventing
space weaponisation.

While charting the new OST, the process needs to be more inclusive. An inclusive
process over drafting a treaty or a TCBM, gives states’ a sense of ownership, brings
stakeholders together, ensures wider acceptability, increased legitimacy and thus
compliance.

Concurrently, multi-lateral and bilateral TCBMs should be encouraged and forged,
leading slowly to global acceptance of space norms.

Status of non-state actors, needs to be clearly studied. UN Security Council
resolution 1540 provides a potential solution because it mandates each State to
control the actions of citizens and individuals within its borders (including into outer

space).”’

Conclusion

Events in this century has clearly demonstrated, that if dangerous weapons and

technologies (vis. NBCW) are to be controlled for the safety and security of all, then it must

be done early, before the systems become entrenched. Prevention of weaponisation of

space is pivotal to world stability; deployment of such weapons even by a single nation will

provoke counter-measures—active, passive and reactive. Treaties like the Non-proliferation

Treaty (NPT) and even the OST have worked to a large extent, but needs to be reviewed

and refreshed regularly as per the prevailing geo-political situation. It is absolutely clear that

a ‘workable and durable’ Space Treaty needs political will of all nations and statesmanship of

all spacefaring nations. The repercussions can be devastating if countries no longer consider
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outer space as global commons and make it free for all. The World led by the big three

supported by India better act now before it is too late.
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