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Introduction .
Key Points

“Unsurprisingly, social media can be both the
cause of and the solution to your organisational

crisis. It’s an ally and an enemy at the same time”.
—Nicole Matejic*

The ‘war of attention’ i.e. is a tug of war played
between the social media companies and users to
grab and ensure maximum attention towards its
social applications. The social media companies
with its interactive algorithms and vice versa the
users remain keen to share their personal stories
to a global audience. In the contemporary world,
social media has become an essential component
of our daily lives. Social media has enabled people
to voice their opinions, shape perceptions, and
connect with people across the world—- amplifying

their voices from ordinary people to national

Many countries across the world have
extensively used social media to conduct
information warfare. Countries like US, Russia,
China etc. uses social media as means to
deceive, discredit, undermine and frustrate the
adversary’s local population, and other critical
institutions.

In the new information age, the armed forces
have become an important stakeholder, both as
security providers of a nation as well as
individuals.

The impact of social media would be intensely
thrusted upon the newer generation of recruits,
young officers who are more 'tech-savvy’ or who
have led a more technologically adept lifestyle
especially on social media platforms

Adopting a lenient social media policy for all
ranks is essential for a sound social media
strategy.

The current organisational structure that looks
into the issues pertaining to social media, cyber
policy planning at the apex level institutions are
divided, which may affect the overall operational
performance.
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leaders. With the growing number of social media users, armed forces worldwide have also
felt social media’s impact either as a PR (Public Relations) front or for unofficial
communications, or even for tracking news. As warfare have shifted from traditional to multi-
domain encompassing electromagnetic, cyber, space, and so forth, a major battle of
perceptions and opinions to ‘condition’ people’s minds is being fought on the social media.
Not long ago, with the Armenia- Azerbaijan conflict, the artful usage of social media to win
the psychological battle ensured that the population shall to muster arms when desired by
their respective countries and made the world realise the gravity of the situation.

The armed forces are finding themselves in a dilemma as their traditional and supposed
‘more secured’ means of communication such as letters and telephones are increasingly
becoming redundant. The Indian Armed Forces are also facing the same dilemma as India
represents one of the world’s largest internet user markets.? The soldiers often live in
isolation and in remote areas distant from the local population; in harsh atmospheric
conditions that are characterised by strenuous physical and mental conditions —social
media can be solace in gloomy times for the soldiers. For the armed forces, social media is
becoming an important means to communicate with the general public that is as an
organisation to promote its roles within the society, attract new recruits, and as a platform for

broadcasting official information.

The forces in the Western world are embracing social media to bring in human touch and are
trying to connect their respective organisations to a bigger audience for greater accessibility.
Just as the armed forces are gradually opening up to this new medium, questions on the
effective use of social media by the armed forces, the psychological reaction to social media
and how should the armed forces personnel use social media without hampering the ethos
and secretive nature of the armed forces are yet to be answered. The paper shall examine
how social media affects the armed forces, discussing how to leverage social media
effectively for better PR and harness social media. The paper has looked into how other
forces across the globe have dealt with their social media policies and shall bring out some
vital issues faced by the armed forces in respect to social media. Finally, it provide policy
recommendations to effectively set up a social media strategy for the armed forces and its

personnel.
The Strategic Realm

Many countries across the world have extensively used social media to conduct information
warfare. Countries like US, Russia, China etc. uses social media as means to deceive,

discredit, undermine and frustrate the adversary’s local population, and other critical



institutions. These countries have also given such activities an institutional framework and
inculcated doctrines into their cyber and information operational capabilities. Russia sees its
cyber domains more inclusively, which includes information warfare, psychological and
electronic warfare within a single framework.®> The Russian Military Doctrine of 2010, in
regards to utilising information warfare necessitates “the prior implementation of measures of
information warfare in order to achieve political objectives without the utilisation of military
force and, subsequently, in the interest of shaping a favourable response from the world
community to the utilisation of military force”.* Russia’s central intelligence organisation
(GRU) is entrusted with the conduct of external operations, which includes cyber,
information, and electronic operations, whereas the FSB conducts domestic surveillance
along with Russia’s Foreign Intelligence Service (SVR)®. The sophisticated Russian
meddling of the 2016 US presidential elections is an important example of Russian
information warfare campaigns.® Similarly, such extensive use of social media platforms to
conduct operations was also witnessed during the Russian annexation of Crimea wherein
social media platforms were extensively used to influence the local population, spread fake

news and rumours through social media.’

With the creation of the Strategic Support Force (SSF), China has created a robust military
structure that looks upon the conduct of operations in cyber, information, psychological, and
space domains in order to achieve ‘strategic commanding heights’ for the PLA.% The 2015,
Chinese Defense White Paper also calls for ‘winning informationised local wars’.® This
showcases that China considers controlling the flow of information to be as crucial as
controlling a maritime chokepoint or ensuring air dominance in the battlefield.’° The Chinese
protect their internet ecosystem, popularly known as the ‘Great Firewall'. They restrict most
of the popular western origin social media applications such as Facebook, Google, Yahoo,
YouTube, etc. At the military level, the US has established a military command for dealing
with cyber, information and electronic warfare, i.e., the US Cyber Command (US
CYBERCOM). Although CYBERCOM shares the information operations with other US
military commands yet CYBERCOM is not the primary command for the conduct of cyber

operations.**

Unlike in the past, where the government could control domestic propaganda, social media
platforms have opened a new realm wherein the domains are subject to incessant
contestation, which involve the active presence of the adversaries within the internet trying to
influence the people’s minds. As the traditional notions of warfare dynamically change, the
social media sphere is likely to become a highly contested ‘grey zone’ with states engaging

each other indirectly without firing a shot or moving into a full-blown war. Chaveso Cook and



Liam Collins rightly state that “The erosion of global borders is inversely proportional to the
growth in internet usage. Contemporary life has a ubiquitous digital component. Increasingly,
people around the globe log into a thriving online society that mirrors the physical
community. Therefore, cyberspace and its influence have undoubtedly shaped all
interactions, up to and including warfare, and technology has increased options for the
antagonist as much as it has for the protagonist. Those that “seize the key terrain of social-

media exploitation will have strategic military advantage”."

In the strategic realm, India also experienced such operations. In February 2019, post the
Pulwama attack and the Balakot airstrike, tensions escalated between India and Pakistan. ,
as the Indian Air Force undertook an aerial strike into Pakistan occupied Jammu and
Kashmir. As a reaction, Pakistan also launched its failed counterstrike, which ensued in an
aerial battle between the two Air Forces.' As the two-armed forces were engaged in a
confrontation, a similar battlefield was being moulded in the realm of social media— the
aerial battle’s visuals and the captured IAF pilot's footages Both side of the borders were
being widely viewed and shared on social media platforms. Later these visuals were
reshared by television channels which doubled the penetration of visuals into the

population.**

One of the forefronts of Pakistan’s information warfare campaign is executed under the
aegis of the its Inter-Services Public Relations (ISPR), which is under the command of a
Major General rank officer.® This organisation has constantly been able to weaponise social
media to spread propaganda and conduct influence and trolling operations.

The recent Galwan standoff with China in May
2020 is one of the prominent examples of
weaponisation of social media. During the

standoffs, social media was extensively used

by certain permitted social media personalities "ﬂﬂﬁ;ﬂ@ﬂmgiﬂmg
and media organisations of China to wage ¢E";4ME g’;ﬂ"ﬂiﬁ
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inflammatory and psychological operations

against India. A prominent example of the
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same was when the Global times released a
video commemorating the “Galwan Martyrs”®
(Figure 1) or the video released by proxy

handles of China in regards to the Galwan

clash. These actions were in perfect sync with

Figure 1: A Screenshot from a video on
Galwan Clash shared in Chinese social
media. Reshared by Ananth Krishnan on
twitter. The time and date of the video
remains uncertain.




the China’s ‘Three Warfares Approach’ (3Ws),'® that aims to control the narrative within
China as well as to dissuade the adversary through the usage of extensive legal,
psychological and media operations, thereby broadening the realms of conflict to achieve
their national interests without resorting to a full-fledged war.® Such actions therefore
showcases the effective usage of social media in a strategic landscape, and it is deemed to
continue into the future with more enhanced levels of sophistication. Even as there was no
presence of media where the conflicts took place, it is ascertained that the visuals of the
clashes were taken and uploaded by troops posted in those areas and later hyped up in
social media and media outlets, thereby explaining the reach of social media in conflict

Zones.

The Growth of Social Media Platforms

Social media platforms in the recent decade have witnessed a massive boom in usage,
especially after the COVID-19 pandemic.?® As technologies developed over time, with the
advent of telephones in the 19th century to the present age of smartphones, it ensured
connectivity between people through all means except physical presence. By 2018,
Facebook recorded over 2.26 billion users worldwide, most belonging to the age group of 18
to 47 years.” On the same lines, India in 2021 alone had over 320 million users.? Apart
from social media being a mode for connectivity and communication among people across
the world, social media has had substantial socio-political impacts from mobilising people for
various causes to pressurising governments on many of its policies. Even the governments

have been using social media aggressively to establish a direct connection with its citizens.

In the new information age, the armed forces have become an important stakeholder, both
as security providers of a nation as well as individuals. With the means of communication
evolving at an unprecedented scale, embracing social media as a tool for communication as
well as addressing the threats posed by social media enabled hyper-connectivity is
essential. During the 19" century, with the advent of telephones and telegrams along with
printed materials, the armed forces were able to maintain checks and balances institutionally
through different means such as availing telephone and postal facilities for its troops or by
controlled information sharing among its troops in the forms of pre-approved magazines and

so forth.

Presently, India, with its biggest digitisation drives — the ‘Digital India’ initiative*® aims to
promote digital literacy, digitisation of government, schemes and services and increasing

internet connectivity in India. As a result, over 500 million people in India now own a



smartphone in which over 77 percent have an active presence online.** Therefore, with
smartphones now offering better accessibility than a personal computer, accessing social
media platforms through smartphones has become convenient even at the most remote and
far-flung places.

The psyche behind the use of social media. At a cognitive level, social media has had a
tremendous impact on the neurological and psychological aspects of humans. Professor
Sinan Aral in his book The Hype Machine evidently argues that social media is designed in a
peculiar manner through which it takes advantage of the human psychological and neuro-
physiological requirements such as socialisation, belonging, and social approval.” Studies
suggest that receiving a ‘like’ in images or videos in social media platforms led to neural
response in the Ventra Tagmental Area (VTA), getting a reward equivalent to gaining
monetary terms or social situations.”® The VTA is responsible for identifying rewards and
increments in social statuses. Therefore, when the VTA identifies a similar response to
receiving a like on social media platforms, it releases a dopamine, making human reactions
such as excitement, joy, and exhilaration.?”’In an interview, the founding President of
Facebook, Sean Parker stated that “How do we consume as much of your time and
conscious attention as possible and that means that we need to sort of give you a little
dopamine hit every once in a while, because someone liked or commented on a photo or a
post or whatever. And that's going to get you to contribute more content, and that's going to
get you ... more likes and comments. It is a social-validation feedback loop, exactly the kind
of thing that a hacker like myself would come up with, because you're exploiting a

vulnerability in human psychology”.?®
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Figure 2: A paratrooper with his Browning Hi-
Power Pistol & IWI Micro UZI Machine Pistol &
MEPRO MOR Sight, Suppressor




A growing trend has been witnessed wherein soldiers were seen flaunting off their combat
equipments from various locations through images and videos on social media platforms
(Figure 2% and 3%). Therefore, the authors argue two relative theories that may explain this
phenomenon. A pertinent point to note while addressing this issue is that the troops are
prohibited from posting images and videos on social media, especially their rank,
designation, operational details, and their current posting, this phenomenon of troops posting
their images and videos on social media could be deduced. Firstly, as troops are posted for
over ten months during a year away from their families and friends, an image or a video of
themselves sent to their families often can convey their well-being. Secondly, the novelty
factor 3'in posting photos and images of their weapons and equipment on social media
which would be well-received among their families and friends, as weapons in public are a
rarity., and also, the armed forces across the population gets immense popularity amongst
the population. Therefore, showing off military equipment on platforms such as Facebook,
Instagram, TikTok or its alternative applications would is an important aspect of social media
usage by the troops.

This showcases the importance of using social media platforms judiciously by the armed
forces, Also, the former Chief of Army
Staff General Bipin Rawat stated that
banning social media is not a solution.*
Since, firstly, as connectivity through
smartphones and other technologies
enters into the nook and corner of the
country, the general population, including
family and friends of the soldiers shall
increasingly move towards social media
applications that offers cheap and more
mediums of connectivity than regular
GSM voice connectivity. Secondly, a
research conducted on adolescents
observed that adolescents were more
receptive to the acceptance and rejection

on social media platforms and peer

influence through social media has the | Figure 3: A Jawan with his FAB modified
Romanian Kalashnikov Rifle somewhere in

tential t ntribute profoundly to their
potential to contribute profoundly to the Jammu and Kashmir




brain and emotional development.®® The impact of social media would be intensely thrusted

upon the newer generation of recruits, young officers who are more 'tech-savvy or who have

led a more technologically adept lifestyle especially on social media platforms. A counter-

argument to this hypothesis could be the strong peer relationships developed within the

men/women during training, and later regimental social bondings could be a solution to

control the dependencies on social media by the soldiers. But as technology grows and

social media increasingly becomes a medium of hyper socialisation between their family,

friends and friends of friends, the prospect of staying connected with only a small group of

friends and relatives becomes more challenging.

Social mediain foreign armies

United States of America. As the US population is increasingly getting dependent
on social media platforms, therefore, for better and faster reach, the US Army has
established its recruiting website and social media accounts to facilitate
communication and interaction with potential recruits, family members, and friends.
While the growth in social media use has expanded the options available for Army
recruiting, it also raises questions about how the Army can best leverage technology
to improve the effectiveness of its recruiting and the ways it connects with youth. A
report published by RAND Corporation®*, after analysing several online and social
media platforms used by the US Army, stated that, visitors to sites like GoArmy.com
are mainly interested in pages containing career related information and, to a lesser
extent, information about procedures and requirements to join the military. Its Twitter
handle is also a good source for building awareness of Army culture. Content
originating from @GoArmy focuses on careers, the Army in general, and uses social
media-specific language. Content of mentions and retweets by @GoArmy followers
tends to be about sports or history. GoArmy's Facebook page has an audience made
up of the general public, soldiers, veterans, military families, and potential recruits.
The US Army's Facebook account has substantial potential for creating a positive
image of an Army career for precisely the people who are in a position to influence
potential recruits. Social media platforms offer a wealth of information and the
potential to determine how the audience responds to specific posts and information.
Information collected as part of this project suggests that the response to images of
women serving as soldiers generally is quite positive. The report recommends
gaining a better understanding of the audience for different communication channels,

building the follower base, developing additional metrics to measure communication



effectiveness, and exploring social media data as a measure of audience reactions to
relevant army information.

China. The increasing use of social media websites by young people in China and
PLA has been changing the way news is consumed by the public. China constitutes
the world's biggest social media market, but with no access to websites like Twitter,
Facebook and YouTube—most people can only use domestic social media sites
such as Weibo, Renren and YouKu.*® For many, these sites are not just their main
source of news— they are in fact sites to organise protests and put forth the
people’s own versions of events. Base 311, a PLASSF (People’s Liberation Army
Strategic Support Force) unit, is at the forefront of applied psychological operations
and propaganda directed against other countries and functions as an operational
PLA political warfare command. A 2018 report®® foresaw that the SSF’s fusion of
cyber and psychological warfare capabilities could build new synergies between
disparate capabilities that enable specific types of strategic information operations
missions expected to be decisive in future wars.

The European Union. Social media is utilised at the international level to boost the
reputation of the armed forces and to communicate the strategic narrative in an effort
to win the increasingly important ‘battle for hearts and minds’. At the national level,
social media is used, for example, as a tool for recruitment and to create societal
engagement for the armed forces. At the same time, social media poses challenges
to the armed forces as information gets more difficult to control and transparency
increases. This may lead to harmful effects in at least two ways. First, as the
distribution of information conditions the distribution of authority, the command may
be tempted to control more of the subordinates’ activities, leading to
micromanagement in international operations. Second, the distribution of information
may expose soldiers to increased risk. Risk, in this regard, refers to “the possibility
that human actions or events lead to consequences that affect aspects of what
humans’ value”. More specifically, the unpredictable and uncontrollable features of
social media along with the speed that information spreads and travels within these
arrangements mean that “emerging information can reconfigure (continuously)
political and public perceptions of defence activities in a manner that is detrimental to
strategic and institutional (military) objectives”. Social media use thus puts forth risk
to security and to reputation that might affect armed forces’ activity or relate to
classified, operational, controversial, or political matters. Convergence/divergence

among EU armed forces’ views and use of social media is vital for successful



multinational military interventions, since lack of convergence among participating
countries will pose problems for multinational collaboration and coordination. A study
based on EU member states’ armed forces’ use of social media in areas of
deployment shows that armed forces in general embrace social media as an
opportunity more than they emphasise the risks.*’

Australia. The Australian Defence Force (ADF) increasingly relies on social media
platforms, such as Facebook, for information and support. Private Facebook groups,
has been created to facilitate discussion between ADF partners, as well as individual
social media pages has been created where sensitive information is shared. The
ADF currently has no resources specifically targeted to families regarding safe social
media use. The approach taken by the ADF appears to focus on training the serving
member in social media safety and then placing the onus on the member to share
this information with his or her family. ADF members are provided with security
briefings about social media as part of their annual mandatory awareness training. In
an assessment of this training, a report by Patterson suggests that, there is “lack of
training and an overt reliance on terms such as ‘common sense”.® In addition to
facilitating connections with friends, family and networks, ADF members find social
media useful for communicating with their partners, especially during deployments.
Canada. The current use of social networking in the Canadian Armed Forces is very
limited in comparison to the capabilities of social networking that are being taken
advantage in other industries and could benefit the Primary Reserve Force. The
number of social media applications in the Canadian Armed Forces, although
apparently lagging behind private business applications, is on the rise. However, the
current use is primarily as a public affairs tool providing a type of an online scrapbook
or to provide messages to the general public on the activities and achievements of
the Canadian Armed Forces. Many units and formations have social media sites that
they use to advertise and shares photos and stories of current or past events.
However, there is an apparent reluctance to use social media for any formal
communications with reservists. Overall, the Canadian Armed Forces is very involved
in the use of social media as public affairs tool. The Canadian Armed Forces use
social media primarily to communicate with the general public, and provide an online
scrapbook for members, but does not take advantage of the ability to communicate
with members for current and future training or administration.*

Russia. Russia's Parliament has voted to ban soldiers from using smartphones while
on duty, after their social media usage raised issues of national security. The bill

forbids military personnel from using a phone with the ability to take pictures, record
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videos and access the internet. Soldiers also cannot write about the military or talk to
journalists. Phones with basic calling and messaging facilities could still be used, but
tablets and laptops are also subjected to the new ban. However, the social media
accounts used by soldiers has allowed open-source journalism sites like Belling cat
to have access to sensitive military activity by undertaken by the Russian Forces.
The bill is remains to be considered by the upper house of the Parliament, the
Federation Council, before being signed into law by President Vladimir Putin. In
recent years, social media posts by servicemen have revealed Russia's military
presence in eastern Ukraine and Syria, sometimes contradicting the government's

official claim of not having troops there.*°

The Impact of social media on the Indian Armed Forces and the Army

Security Threats. The presence of service personnel on social media shall come
with its own security challenges. As soldiers become more active on, social media
platforms, there is a possibility that small pieces of information, posted on social
media platforms, can be collated by adversaries to know the personnel's near-real-
time whereabouts and this may jeopardise the security situation. The images and
videos posted on social media by personnel are permanent and rarely gets erased
from the internet. These images can also be traced through geo-tagging, analysing
the metadata and also by identifying the physical features in the image or video. The
images and videos can also reveal operational details regarding location, personnel,
movements and so forth, thereby threatening operational security. These threats can
be detrimental, especially when troops are posted in hostile or field locations. The
information posted by personnel on social media can also be used to distort
information by the adversaries for their advantage.

Information Espionage. ‘Honey Trapping’ remains one of the oldest tools in the
domain of information espionage. Honey Trapping basically works by enticing
informers to give up information by fraternising with the opposite sex. Several cases
of honey trapping have been found in India, such as in March 2021, an Army Jawan
posted in Sikkim, while on leave, was arrested by the Rajasthan police for allegedly
leaking confidential information to Pakistan through Facebook.** The leak of sensitive
information is detrimental to national security and social media as a medium is often
the cheapest and the most convenient tool for adversaries to extract information.

The Political impact. A key challenge that lies ahead of the forces is the political

impact of troops using social media. Politics and issues surrounding it are often very
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personal and sometimes highly controversial. According to the Army Act 1950% -
officers and other ranks of the armed forces are prohibited from airing their political
views or participating in political functions. With millions of people present in social
media applications, any opinion, or a statement by a serving member of the forces
can be construed as political and, therefore, can cause harm to the overall image of
the armed forces. For example, during the recent farmer's protest in January 2021, a
soldier in uniform was found protesting at the site with the farmers®. Social media
can also be used as a weapon for polarisation of the troops through targeted posting
and advertisements on social media applications. Social media can also become a
tool to create unrest among the troops as information spreads quickly in social
media. During the investigation of US Capitol Riots, it was observed that in every five
defendants, one had previously served in the US Armed Forces as also some of
them were serving as US National Guard and Reservists. ** However, their
participation and airing of their views on social media platforms had severely
impacted the image of the US Armed Forces.

Anonymity and Discontent. Social media offers great deal of anonymity to their
users. This anonymity can also be termed as a double-edged sword— firstly as
anonymity allows the user a great deal of privacy to user from divulging private
information. Secondly, anonymity can be used as a medium to to conduct bullying,
raise discontent against the organisation, and conduct illegal activities online.
Although, service members are restricted from raising issues and discontent on the
social media, however, there have been cases, wherein social media was used to
raise one’s dissatifaction; for example, a BSF constable posted a video on Facebook
pertaining to the bad quality of food and alleged the senior officers of corruption. His
video became viral in no time.**Such instances may drastically change the public
perception of the forces. since such instances and controversies can quickly become
‘'viral' or spread fast in social media.Therefore, monitoring and addressing such
instances in a time-bound manner may be critical to addressing this challenge. Using
anonymity as a tool users, can also leak critical operational data without any
attribution.

Effect on the mental health of Soldiers. Karl Marx once said, "Religion is the
opium of the masses" if so, then in the modern world, social media is increasingly
becoming the new ‘opium’ of the masses that affects all individuals one way or the
other. As social media has grown over time, it has become more convenient to
remain connected with family and friends, at convenience. However, this accessibility

has come at a cost as troops are expected to stay away from their families in remote
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locations without contact for days. The advent of social media has bought in regular
communication with friends and family at an individual's time and choice. With the
communication gap rapidly decreasing, it has also bought domestic issues into the
minds of the service personnel, which often directly or indirectly affects troop
performance. Social media has become a reason for increased anxiety among troops
when something goes wrong back in their homes or when serving at high tension
areas such as in CI/CT operations or in field postings.*® Also, as soldiers spend their
time in social isolation *’ in remote areas, they remain more occupied with their
smartphones. These smartphones may be utilised for a variety of purposes such as
gaming and entertainment, but smartphones have been found out as the primary
means to use social media*®. It and it has been found that the usage of social media
applications. addiction to social media applications.*® Also, The mental health of
service personnel can also be affected if they face online bullying or are entrapped in
online scams.

The Policy Perception Gap. There is a significant policy gap between the
establishment and the actual workings of social media. The social media policy is not
updated regularly to address the problems arising out of social media. There is a
need for a better and inclusive social media policy that incorporates optimum usage
of social media by the forces. instead of tightly regulating since the service members
can be adept at finding alternative means to use social media when tightly regulated.
Gap in Social Media Education. As the power of social media platforms delves
deeper into the cities and remotest areas in India, more and more people will rely on
it to get news, banking, and other services. On one hand, the usage is growing and
on the other hand the awareness of how to use social media optimally and
responsibly is decreasing. Although social media applications are user-friendly and
easier to use by nature, the consequences of the wrong usage of social media or its
pitfalls are not commonly known among the troops. Also, as a majority of our troops
come from remote villages and less educational backgrounds - it becomes necessary
to train and educate the soldiers on how to use social media platforms. A simple
tweet or a post on social media applications by service members can be
‘misinterpreted’ in many ways and hence create problems for the forces at large, that
can be a cause for bad publicity for the forces among the general public or become a
cause of concern for the leadership. If proper education regarding social media
platforms is not provided to the troops, they may remain vulnerable to information

leaks, a stolen identity, false fraternisation, etc.
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o Civil Violations. As service personnel increasingly use social media, the challenge
to deal with the breaking of domestic laws may come more into the limelight. The
unauthorised use of certain audio-visuals in the internet by service members may
constitute to copyright violation. Another important challenge is Privacy infringement,
wherein user's personal details such as images, videos, and information are
compromised on social media platforms by individuals or organisations. Social media
platforms are often a lively place where intense debates and arguments take place.
In such a scenario, an individual may make a false statement or make a statement
that affects the reputation of an individual or an institution leading to defamation.
Defamation charges are serious and may impede fines and jail time even if such
statements are made in the cyber domain. Such civil violations poses significant

challenges to the armed forces.

Recommendations and Way Forward

“The world is full of things more powerful than us. But if you know how to catch a ride, you
can go places”.

—Neal Stephenson50

Social media is a part of the greater cyber realm. Social media inhibits the properties
necessary to conduct offensive and defensive cyber operations, intelligence gathering,
information warfare, propaganda warfare, etc. Therefore, the recommendations shall contain
a roadmap towards improving the existing social media policy as well as enhancing cyber
domain capabilities. At places, they would be written interchangeably since social media
forms an essential aspect of the cyber realm and if activities on social media are to improve,
they would also require holistic revamping of the cyber architecture.

e Internal Survey and Pilot Project. The challenges and opportunities that social
media presents to the world's armed forces are predominantly new. Many nations
across the world have tried and tested their own responses to social media.
However, an important point that needs to be addressed is that of the geopolitical
situation, and the region where the forces conduct their operations. Social media will
need to be dealt with in a particular way that fits our own tailor-made requirements.
Therefore, a pilot project is essential to find out the root causes of social media's
challenges on the armed forces. An internal survey consisting of the following points
but not limited to such as the number of service personnel using social media,

preferred applications, the brand of smartphones, consumption time and so forth
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shall give the policymakers enough data to create a policy that optimally utilises the
power of social media for the institution and its personnel. It is also beneficial to
update the data from time to time. Therefore, a survey needs to be done periodically
to remain cognisant to the newer dynamics that is relevant to the data, which may
contribute towards updating the existing social media policy by acknowledging the
‘hits and misses’ of the previous policy. Finally, once the data is corroborated, a good
way to assess different kinds of strategies would be to initiate a localised pilot project
at the unit/brigade level for personnel based, corps/command level projects to assess
the different strategies at the national level to assess the real-time impact of social

media on the armed forces.

Figure 4: The new proposed command structure. Author’s own illustration
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Need for a Chain of Command. For any effective operation in the cyber domain,
there needs to be a clear chain of command that ensures adequate attention is
provided to a particular operation, and social media is not any different. Operations
on social media may be considered as part of propaganda, information, cyber, or
intelligence operations. Therefore, they require a substantive organisational
structure. There needs to be a single apex level organisation that looks into the
operational and policy aspects relating to social media and the cyber domains. The
current organisational structure that looks into the issues pertaining to social media,
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cyber policy planning at the apex level institutions are divided, which may affect the
overall operational performance. Therefore, to resolve this challenge, monitoring
social media should be done at the brigade level. Collection and data processing on
social media accounts could be done at the battalion level to ensure efficiency. At the
battalion level, the commanding officer, Intelligence officer and JCOs, shall ensure
that the policies are implemented, monitored and minor cases resolved at the lower
levels. Another possibility is to create a dedicated Social Media Intelligence Team at
the battalion level to assist operations and gather intelligence at a local level. We
propose Cyber ISR (Intelligence, Surveillance and Reconnaissance) Division
composed of specialised units and headed by a Major General at the higher
structures. These changes in the organisational structure shall help to monitor, plan
and operate in the social media and in the cyber domain as a whole (Figure 4).

Brigades for Social Media Offensive and Defensive Operations. A similar model
that can be adapted for Indian conditions is the United Kingdom's 77th brigade.>
Composed of both reserve and permanent personnel specialised in information
warfare domains, these brigades shall conduct Information activity, outreach, digital
operations, media communications and so forth. For the Indian Army, such Brigades
shall consist of (but not limited to) public perception, cyber media, electronic warfare,
propaganda warfare, information warfare units. This division may report to the
Director General Military Operations (Strategy) and maybe supervised by the
Defence Cyber Agency under Headquarters Integrated Defence Staff to synergise
the efforts between all the three services. The following brigade may consist of
specialised regiment and TA (Territorial Army) battalions with officers and other ranks
specifically looking into social media and cyber domains; the TA strength comprising
civilian expertise in social media analytics, publicity, and Social media Intelligence
(SOCMINT).>® The members of the brigade may be deployed at various levels in the
Army, such as in the brigade or unit levels, to conduct operations alongside troops on

the ground or be attached at corps/ command levels to work in a strategic landscape.
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Figure 5: Building shared understanding of information®®

o Cadre Creation and Management. As the nature of warfare in the modern
world have become more complex and dynamic, so are the areas of social
media and cyber domains. These domains require specialists to optimally
leverage situations in social media domains and cyber domains such as
Culture Specialists, Social Media Analysts, White Hat Hackers, Open-source
Intelligence Analysts, Media Experts, Cyber Security Specialists, etc. An
important aspect with regards to cadre management is that the serving
officers and men need to be trained explicitly towards these domains, and
these service personnel should not serve on a tenure basis to ensure field
specialisation. Integration of TA battalions for these roles with domain
specialists recruited from civilian backgrounds shall be an advantage. As the
social media and cyber domains remain dynamic in nature, it shall allow new
thought process to be included, and finally, the service retention for these

service personnel will be more financially viable for the organisation. For other
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services that may not host TA battalions, hiring industry professionals from
civilian backgrounds after thorough security checks and clearances can be
one consolidated solution (Figure 5).

Bureaucracy and Synergy. One of the biggest challenges in conducting a
successful operation or implementing a policy is bureaucracy's slow nature.
As social media and the cyber realms are dynamic and often require time-
sensitive actions to resolve the challenges, an efficient and time-bound
bureaucracy will be of great advantage to any organisation, as the decision-
making time would be reduced, accountability will increase, and finally,
operational performance would be enhanced. Another important aspect of
improving organisational practices is enhancing synergy between the
services. In a multi-domain battle scenario, every aspect of warfare remains
critical to winning a battle. In the new age, after deployment in a region,
maintaining a positive narrative regarding our forces among the population is
essential as also to discredit, disorientate and frustrate the adversary
through conventional and non-conventional means. Therefore, synergy
between the different services is essential for successful deployment and
operations. Social media can be a means to engage with the local population
and gather intelligence regarding the adversary. In doing so, cross-service
rivalry, lack of synergy, and stovepipe decision-making can significantly effect
operational performance in an area. Therefore, to increase synergy, just as
personnel are posted at the Defence Cyber Agency (DCA) at the apex level,
cross-service personnel from the Army, Navy and Air force are necessary at
the social media and cyber policy and operational levels.

Educational Programs. Educational programs are one of the most important
ways to mitigate the challenges that emerge from the social media domain.
Service personnel needs to be trained periodically to optimise their use of
social media applications without comprising operational or individual
security. A way to incorporate social media education within the structure of
the forces is to institutionalise the training methods and courses for the
service personnel. This will enable a long-term understanding of social media
platforms as well as the cyber domains. As digital footprints can become
traceable by adversaries, service personnel needs to be given to given
courses such as digital signature awareness training. > Such training must be
periodic and should contain best practices in line with the social media

strategy of the Army or armed forces. These programs must be conducted
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across all branches, directorates and establishments of the armed forces,
thereby incorporating all service personnel. The services should conduct
professional social media and cyber courses for its personnel. The services
must assess, develop and integrate talents within service personnel such as
photographers, content writers, social media intelligence analysts to improve
the public perception of the forces. These talents can be utilised to create a
digitalised version of the Sainik Samachar to serve as morale boosters for the
troops.

Lenient Policy and Engagement. Adopting a lenient social media policy for
all ranks is essential towards a sound social media strategy. In the armed
forces, social media has integrated within the ranks; blanket ban or tight
restriction on social media may not be fruitful. Therefore, a lenient policy may
incorporate allowing service personnel to use social media on a condition that
the personnel discloses/inform their making of social media accounts at the
appropriate levels. Vetting of the information posted by personnel at the
battalion levels can be a possibility considering other factors such as
restrictions in stages in lieu with their area of posting such as in field, semi-
field or peace postings. Individual pictures in uniform without rank may only
be posted on social media after clearance from the unit Intelligence officer or
from the appropriate Intelligence group within the unit so that there is no
threat to operational security. To attract more recruitment, ensuring the
availability of good footage for outreach, and increase accessibility to the
public, an alternate content generation model can be adopted. This is by
collaborating with media organisations that cover armed forces through
shared copyrights over visuals taken by media channels. This can help in
generating new content for the armed forces. The social media handles of the
armed forces may also look into social trends that are good for the society
and induce patriotism among the masses in social media with interactive
images and videos to boost public perception of the social media handles.
Social media can also be a great tool for military families and military leaders
to acknowledge and encourage the achievements of their personnel and
families. The social media engagement at Exercise Hamel conducted by the
Australian Army in 2016 is a good example of proactive social media usage
by the armed forces.

Development of Indigenous Social Media Platforms. Nowadays, for the

users, there are plenty of options to choose from when it comes to social
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media platforms. Although, the presence of these platforms are global in
nature, the control, development and servers are predominantly based
overseas. For example, Facebook and its affiliate platforms such as
Whatsapp, Instagram are based in the US, whereas TikTok and WeChat are
based in China. In the strategic and military context, the country of origin may
cause problems since the data is stored and controlled overseas, and the
users can only exercise limited control over their data. Therefore, when
serving personnel increasingly uses social media, the adversaries can have
easy access to the information that they share on social media. In order to
negate this issue, an indigenous social media application for the armed forces
personnel can be a solution to this issue. The personnel may use the
following application to contact their close families and friends through video,
voice and text messaging. The application's data may be stored in secure
facilities in India and offer end-to-end encryption to ensure privacy. Such an
application may be helpful for the personnel while serving in high-risk zones

or in field areas, while operational security is hot compromised.

Conclusion

As the rise of social media continues, millions of people are joining social media platforms
every day, and the realm of social media shall become more and more intertwined with our
daily lives. As elaborated in the paper, social media's impact will not be just to the overall
security dimensions but also to the members who serve in the organisation that protects a
country's territorial sovereignty and integrity. If steps are not made to address the challenges
posed by social media on the Indian Armed Forces - the consequences can be detrimental.
As wars are becoming more and more complex and unconventional grey zone warfare
becomes the new normal - social media shall become a mighty weapon for the militaries
those harness it. Wars are not just about fighting and winning anymore but also keeping the
narrative in favour of our forces and interests- and in this task, social media shall be a great
asset to our forces. To harness social media, it would require the forces to imbibe a mindset
change to incorporate newer ideas and move away from service silos. Hard power remains
vital, but the ability to use information domains such as social media shall give the armed
forces the ability to counter threats that emerge below the threshold of warfare and remain

committed to annihilating the adversary’s public perception if it transforms into a conflict.
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