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ESCALATION DYNAMICS AND LAND WARFARE WITH CHINA 

 

Abstract 

How do Lethal Autonomous Weapons Systems (LAWS) shape 
escalation dynamics between India and China in a chaoplexic, AI-
driven battlespace?  While existing research - from Scharre on 
autonomy to Sweijs and Zilincik on cross-domain deterrence, and 
from Winter, Galliott, Colijn, Podar, and Hanley on legality, ethics, 
risk, and Chinese escalation behavior provides valuable insights, 
these perspectives remain largely siloed. What is insufficiently 
explored is how technological, legal, ethical, and doctrinal factors 
interact when autonomy compresses decision cycles and obscures 
intent. To address this gap, the study analyzes a self-developed 
Scenario Building Exercise and employs two game-theory models - 
the Prisoner’s Dilemma and Backward Induction Theory- to trace 
how unintended outcomes may arise. Using the Institutional 
Analysis and Development (IAD) Framework, it evaluates 
contextual variables, actor positions, and interaction patterns as 
sources of cumulative instability. The study argues that LAWS 
lower risk thresholds, heighten opacity, and accelerate decision-
making, thereby pushing strategic behavior toward escalation. By 
so examining LAWS in structural terms, this study addresses a key 
conceptual gap with findings that may help develop an 
autonomous-era escalation continuum for the Sino-Indian context. 
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“If we continue to develop our technology without wisdom
or prudence, our servant may prove to be our executioner”1.

— Omar N. Bradley, Armistice Day speech, 1948

Genesis

With the fusion of “Artificial Intelligence (AI) and Machine
Learning (ML)”2 and rapidly proliferating, low-cost drone-based
weapons, land warfare has seen a transformation. From initial
deployment in Nagorno-Karabakh, AI and ML-based LAWS have
seen widespread and contentious use in the Israel–Hamas conflict
and the Russia–Ukraine wars. Over the past year, outcomes in
battle have been shaped by “First-Person-View (FPV)”3 drones,
“One-Way-Attack (OWA)”4 systems, and software capable of
independent target classification. Turkey’s STM Kargu-2 UCAV,
which struck retreating Haftar-Associated Forces (HAF) without a
Human–Robot Interface (HRI), marked the first recorded fully
autonomous lethal engagement, contravening Paragraph 9 of
Resolution 1970 (2011).

Existing literature on LAWS spans technological evolution,
meaningful human control, legality, ethics, escalation dynamics,
and the decade-long deliberations of the “Group of Governmental
Experts (GGE)”5 at the “Convention on Certain Conventional
Weapons (CCW)”6. Yet these strands largely remain siloed. What is
missing - and what this study addresses - is a fused examination of
how an imaginary escalation scenario with China in the Indian
subcontinent might unfold within a battlespace increasingly
shaped by lethal autonomy.

This research is structured as follows: Section I assesses the
technological impact of LAWS, the emerging autonomous
battlefield, and the positions of Russia, China, and India in GGE
deliberations. Section II analyzes legality, ethics, Meaningful
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Human Control (MHC), and decision-making complexity. Section
III examines escalation dynamics with China and uses a self-
developed Scenario Building Exercise to illustrate unintended
consequences. Section IV applies two game-theory models - the
Prisoner’s Dilemma and Backward Induction Theory- to map
plausible outcome pathways. Section V uses the “Institutional
Analysis and Development (IAD) Framework”7 to consolidate key
findings and recommendations and presents a proposed “Way
Forward” in a summarized mind-map. This is followed by the
Conclusion in Section VI.

This study assumes one autonomous model for the purpose of
research, rather than detailing Levels of Autonomy (LOA) or
Autonomous Levels (AL). The overarching aim is to clarify how a
crisis with China might emerge, where the principal friction points
lie, and which measures are essential to prevent escalation along
the most dangerous pathways. Portions of this paper have been
revised for conciseness using ChatGPT8.

Section I: Technological Impact and Stance of Select 
Nations on LAWS, and the Future Battlefield Environment

“Contextual Autonomous Capability (CAC)”9

For this study, the “Unmanned Systems”10 CAC model11

provides the conceptual baseline for understanding how
autonomous behavior emerges across operational conditions.
Rather than treating autonomy as a linear scale, the model
evaluates it as the interplay of three interdependent variables:
“Human Interdependence (HI)”12, “Mission Complexity (MC)”13,
and “Environmental Complexity (EC)”14.
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Figure 1: CAC aspects for “Autonomy Levels for 
Unmanned Systems (ALFUS)”15

At initial CAC levels, autonomous systems conduct simple
missions through a fully-engaged Human–Robot Interface (HRI),
operating entirely under human supervision in predictable, low-
complexity environments. As missions intensify through contested
terrain, adversarial interference, degraded communications, or
multi-layered tasks, the system transitions into higher CAC
thresholds. Each shift reflects a recalibration of how much initiative
the unmanned systems must assume when human operators
cannot process or react at the required pace.

“Low, mid, and high HI bands across the ten autonomy
levels”16 are illustrated in Figure 2 below. The intent is not a
technical dissection of all ten levels, but to clarify the concepts
through which the subsequent analysis interprets LAWS behavior.
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Figure 2: CAC Levels and HI-Mission Complexity Relationship

The Battlefield Environment

Today’s battlefield environment is shaped by Chaoplexity – “a
fusion of chaos and complexity defining the fourth regime of
scientific warfare”17. This non-linear, information-saturated
environment is marked by decentralization, autonomy, and
swarming, resulting in a fundamental reconfiguration of how force
is applied and advantage gained. What emerges resembles
intelligent, adaptive swarms operating through algorithmic loops
insulated from human rationale and driven by “internal rules of
optimisation”18.

In addition, more actors now compete to dominate the “Air-
Ground Littoral (AGL)”19 using massed, low-cost autonomous
systems, making this zone increasingly decisive. Layered AWS -
with cheap sensors, adaptive software, and resilient
communications - can reshape conflict outcomes through
persistence and distributed lethality.

The “International Committee for Robots Arms Control
(ICRAC)”20 warns that humans are prone to the “What You See Is
All There Is (WYSIATI)”21 cognitive bias, in which decision-makers
“anchor on what the system displays”22. Kahneman’s “Human
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Supervisory Control (HSC) model”23 below shows how expanding
autonomy steadily erodes human interpretive space and, with it,
decision-quality: -

Level HSC Classification Implications

1
Human deliberates before
initiating an attack.

Adequate time and bandwidth enable
proportional, legally compliant
judgments.

2
System provides a target
list; human selects the
target.

Manageable but vulnerable to
pressure, distraction, and time
compression.

3
System selects the target;
human must approve.

Risk rises: flawed system
recommendations can improperly
anchor human judgment.

4
System selects target;
humans have a restricted
veto window.

Insufficient time for analysis
undermines IHL compliance and
situational awareness.

5
Fully autonomous target
selection and
engagement.

Human involvement collapses,
creating the highest technical, legal,
and escalatory risk.

This erosion of supervisory clarity fuels a perception gap:
software-driven errors may appear more dangerous than human
error, “magnifying anxiety in deterrence relationships”24. These
systems are powerful yet brittle and are vulnerable to
misclassification, spoofing, or adversarial manipulation. Yet, they
undercut credible deterrence by creating “unknown unknowns”
that “compress decision-time and cloud judgment”25.
Demonstrations of capability can be escalatory when adversaries
feel compelled to respond quickly or “risk ceding initiative”26.
Compounding this friction would be the adversary’s ability to
distort data through counter-AI measures, “injecting corrupted
inputs and provoking unintended engagements or accelerated



LETHAL AUTONOMOUS WEAPONS SYSTEMS (LAWS): IMPLICATIONS ON 
ESCALATION DYNAMICS AND LAND WARFARE WITH CHINA

decision cycles”,27 often without human concurrence. In such an
environment, autonomy increases tactical efficiency while
heightening strategic volatility.

Outcomes based on a Chaoplexic28 and Autonomous
Environment

In a chaoplexic battlespace that is fluid, data-dense, and non-
linear - software, sensors, weapons, and communications will
merge into tightly integrated networks. As systems coordinate,
share information, and act with minimal human intervention, the
risk of misinterpretation could rise sharply. Neural-network-
driven systems “exhibit vulnerabilities fundamentally different
from human error”29. One such vulnerability is “catastrophic
forgetting”30, in which training on new data inadvertently
overwrites previously learned skills essential for safe engagement.

A second risk is memory overflow or “contradictory neural
cacophony,” where competing stimuli such as a thermal signature
that must be engaged and a visual image (such as tanks standing in
a populated area) that must not be engaged, could create a
contradiction and be subjective to interpretation by the LAWS
itself. In such a situation, any incompatible classification (such as a
thermal signature emanated by tanks inside a populated area),
could result in a default setting towards unsafe action.

The third vulnerability is the cocktail party effect, where
autonomous systems misjudge which signals matter most amid
electromagnetic noise, heat signatures, command signals, and
adversarial decoys. A wrongly prioritized signal at the wrong
moment could trigger an unintended engagement despite broader
lawful programming, and lawful human supervision.
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Stance of Nations on LAWS

Russia, China, and India have articulated distinct positions
during GGE deliberations at the CCW. These are significant, having
seen how situations could turn unintentional, in the theories above.

Russia opposes negotiations on a treaty governing AWS,
“signaling its intent to retain flexibility over meaningful human
control”31. This aligns with Moscow’s ambition to leverage AI as a
strategic equalizer. Putin’s assertion that “whoever masters AI will
become the ruler of the world”32 reinforces Russia’s belief that
autonomy is not a capability of restraint, but that of global
influence. Moscow’s obstructionism at the CCW has slowed
consensus and introduced structural rigidity into the GGE process,
enabling it to “continue developing its autonomous posture under
the mask of cooperation”33.

China’s “New Generation Artificial Intelligence
Development Plan”34 seeks global leadership by 2030, and its GGE
stance mirrors this trajectory. It has articulated five categories of
weapons it deems “unacceptable.35 Yet these criteria are sufficiently
narrow that “many sophisticated autonomous systems fall outside
the prohibited scope”36. China’s threshold for autonomy is
markedly higher than most nations, omitting meaningful human
intervention at key stages. Its approach blends strategic ambiguity
with calibrated signaling - “hide a dagger in a smile”37 and the
“battle of pride”38. An outwardly cordial posture masking deeper
intent and long-term capability accumulation enables AI systems to
transition from one classification of LAWS to another (from the
“acceptable to the unacceptable categories”39). The working paper
China submitted to the GGE in 2022 (CCW/GGE.1/2022/WP.6)
illustrates this duality. Its definitions and their implications are
summarized as follows:-



LETHAL AUTONOMOUS WEAPONS SYSTEMS (LAWS): IMPLICATIONS ON 
ESCALATION DYNAMICS AND LAND WARFARE WITH CHINA

China’s Stance Implications

Lethality

China frames lethality as a function of mission-
appropriate payload, linking this to proportionality
principles and enabling flexibility in weapons-target
matching. This allows expanding destructive
potential while still claiming adherence to IHL.

Autonomy

China defines autonomy as the absence of human
intervention throughout execution - creating risks
when battlefield conditions change or when
commanders become increasingly removed from the
operational context.

Impossibility of
Mission

Termination

China rejects systems that cannot be terminated mid-
mission, but many advanced AWS operate beyond
reliable real-time override, making this constraint
more theoretical, than operational.

Indiscriminate
Killing

China’s argument is that AWS might outperform
humans by avoiding indiscriminate effects, and that
this reinforces the “Humane Warfare Narrative”40.
However, this claim could compel adversaries to
match China’s capabilities, heightening escalation
risks.
The narrow Chinese definition of LAWS in effect,
permits autonomy with poor human oversight
mechanisms. This enhances possibilities of risk
transfer from combatants to civilians, in the absence
of “Responsibility to Protect (R2P) protocols”41.
Without such safeguards, errors or algorithmic
misinterpretations could cascade into escalation with
no possibility of tracing accountability.  

Evolution

China endorses systems capable of autonomous
learning, expanding their functions in unpredictable
ways that may push beyond human expectation or
control.

India:  India’s opposition to inequitable and discriminatory
treaty structures is reflected in its non-signatory status to
the “Non-Proliferation Treaty (NPT) and the
Comprehensive Test Ban Treaty (CTBT)”42, a position
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shaped by the realities of a nuclearized subcontinent in
which India alone maintains a declared No First Use (NFU)
policy. As part of its broader strategy to safeguard territorial
integrity through conventional deterrence, India views the
deployment of LAWS along the extensive Line of Actual
Control (LAC) with China as a means of enabling persistent,
accurate, high-technology surveillance and interdiction—
capabilities comparable to “South Korea’s Samsung
Techwin SGR-A1 Sentry Guard Robot”43, while reducing
both physical and cognitive strain on personnel. Likewise,
employing LAWS along the Line of Control (LoC) with
Pakistan would relieve troops from continuous round-the-
clock stress in harsh terrain and adverse conditions. With
India rapidly advancing indigenous LAWS development,
status-quo for its non-signatory posture towards the
“Ottawa Treaty and the First Additional Protocols to the
Geneva Conventions”44 may continue.

Section II: Legality and Ethics, Responsibility, Risk and 
Decision Making

Assigning human responsibility remains essential for
maintaining escalation control in a battlespace where autonomous
systems increasingly influence combat decisions. Responsibility,
and the fear of accountability continue to restrain military action.
Preserving this restraint requires not only individual, but
institutional responsibility to shape and oversee decision-making.
The “Rawlsian concept of Wide Reflective Equilibrium (WRE)”45

helps illustrate responsibility in such environments by integrating
specific moral judgements, moral principles, and theories46. In a
LAWS environment, correct judgement by military leaders will
remain paramount, even as LAWS assume larger responsibilities in
decision cycles47.
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Risk Management and Risk Transfer

A major risk in the hybrid human–machine command
environment lies in shifting cognitive burdens and decision
authority from humans to autonomous systems. This would
shorten timelines but widen the space for judgment errors or rule-
violation by machines, despite “human commanders remaining
responsible for outcomes”48. As autonomy improves, it would
become increasingly difficult to distinguish between human and
machine action. LAWS would gain proficiency through data
exposure and self-training, implying capabilities exceeding or
diverging from “original design parameters”49. This would
complicate adherence to the “Humane Warfare Narrative” and
may push systems toward the “Excessive Risk Narrative,” where
“unintended harm challenges the core principles of jus in bello”50.

In escalatory environments, consequences can accumulate
rapidly. Violations of “International Humanitarian Law (IHL)”51 or
the “Laws of Armed Conflict (LOAC)”52 may occur without human
attribution once autonomy surpasses certain thresholds.
Adversarial states may exploit this ambiguity, designing opaque
systems that shield operators from scrutiny and complicate
accountability. Russia and China already employ architectures that
obscure decision pathways, making blame attribution increasingly
difficult.

Because of this, responsibility in a LAWS-enabled conflict must
shift toward an “institutional orientation, grounded in just-war
principles rather than inter-personal liability”53. This protects
human commanders during highly escalatory flashpoints – such as
a confrontation with China, by ensuring accountability remains
structurally anchored even when machines behave unpredictably.
Ideally, as long as human rights are upheld and violations are
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unintentional, responsibility would fall to institutions rather than
individual operators.

At the same time, theoretically, LAWS offer humanitarian
gains. By approaching a target closely without endangering
operators, autonomous systems can reduce civilian harm when
compared to traditional weapons - but only in controlled
conditions where object classification is highly reliable54. Scholars
such as Schmitt and Thurnher caution that “machines lack the
emotional instincts; fear, hesitation, and empathy, that not only
prevent fatal human error, but also lack contextual judgment
essential for complex environments”55.   

A Hypothetical China-India Scenario in the Indian Sub-
Continent

These dilemmas become concrete in a hypothetical scenario
along the Line of Actual Control (LAC). Consider an inadvertent
transgression during heavy fog across the Great Himalayan Range.
If LAWS misinterpret the crossing as hostile and engage a Chinese
patrol, the question of responsibility becomes immediately fraught.
Two interpretations follow: -

Inter-personal Responsibility. Responsibility may fall on
the opposing military leader. Under this logic, both the
commander and the operator could be held accountable for
authorizing or enabling the strike, even if the event
stemmed from an autonomous system’s misclassification
rather than human intent. This assumes China accepts the
transgression as accidental, and the other side has a system
of traceability.

Institutional Responsibility. Alternatively, no commander
violated IHL or LOAC. Responsibility shifts to the
institution.
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Did doctrine, targeting philosophy, and operational
procedures comply with international norms?

Was the autonomy level appropriate for the mission?

Were safeguards and override mechanisms in place?

If these answers support compliance, the institution, and not
individuals become accountable, thereby protecting commanders
during dangerous flashpoints.

A Reverse Example: China’s Distributed Accountability

In a situation involving Chinese LAWS, accountability becomes 
even harder to trace. China’s centralized political system and high 
autonomy thresholds diffuse responsibility, enabling Beijing to 
deny blame, cite “algorithmic error,” and simultaneously (and 
wrongly) demand Indian restraint. By falsely portraying its own 
LAWS as beyond reliable override, China could leverage 
responsibility gaps to extract political advantage while escalating 
at a pace of its choosing.

Leadership Responsibility and Accountability 

One of the most contentious issues in autonomous warfare is
defining “Meaningful Human Control (MHC)”56. “Meaningful”
implies awareness, understanding, and deliberate cognitive
engagement with the mission. Heavy dependence on AI-generated
inputs which may be faster and more detailed than human
cognition, blurs the line between oversight and blind reliance. In
ambiguous environments, “LAWS may misinterpret signals, with
time compression exacerbating the problem”57. Decisions that once
required minutes could now unfold in milliseconds, making
human verification difficult or impossible.

Because China and democracies such as India and the U.S.
design their systems under different assumptions, their LAWS
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would be programmed on “algorithms written through these
embedded biases”58. Hence, “the causal lenses - Structural,
Institutional, Ideational and Psychological”59 governing these
nations will impact algorithm writing and consequentially, AI-ML
behavior of their respective systems.  Leadership development in a
LAWS-enabled force would become critical with effective
command requiring “understanding both the capabilities and the
vulnerabilities of autonomous systems”60. Automation would
reduce cognitive load but simultaneously create misleading
impressions of clarity. Commanders trusting system precision may
underestimate “edge” cases - misclassification of targets, failure to
detect surrendering combatants, or misreading non-hostile
behaviors.

This would create a core paradox: LAWS appearing to reduce
risk by increasing accuracy, yet simultaneously introducing new
risks rooted in opacity, brittleness, and escalating decision speeds.
Even when functioning as intended, LAWS would respond faster
than humans can interpret, generating escalation dynamics that
outpace political or military intent. Oversight must therefore
remain embedded at every operational tier - not merely as a
safeguard but as a substantive check on autonomous tendencies to
act decisively in ambiguous environments.

Implications of AI in Strategic Decision-Making 

The Trust Factor

The pressure of fast-moving operations would push
commanders to “accept AI-generated recommendations without
fully understanding their underlying logic”61, creating a
“dangerous precedent if machine reasoning is flawed, incomplete,
or adversarially manipulated”62.
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Israel’s recent use of the “Lavender” system, an AI tool
employing “positive–unlabeled” machine learning to identify
militant targets, illustrates how such dynamics escalate rapidly.
Machine outputs “dramatically increased the number of
individuals flagged for attack”63, but “blurred critical distinctions,
relying on sparse or unverified data, and compressing decision-
making to the point where confirming target legitimacy became
nearly impossible”64. The requirement of “verification under IHL
was effectively bypassed”65, and as AI-generated target lists
expanded, system speed “outpaced human capacity to validate
them”66. Strikes grew from dozens per year to hundreds per day,
“driven less by improved intelligence than by automated scale”67.
Adjusted “collateral-damage thresholds”68 (“Scale Risk”69 )
“normalised lower evidentiary standards”70. An example of this
was dialing up and down, the “number of collaterals permissible
with each lower level or higher-level commander, varying from 15-
20 to upto 100”71 72. This created profound IHL and LOAC concerns,
raising fears that “automation pressure could erode foundational
legal obligations”73 .

Perhaps the most dangerous outcome was error externalization
- shifting the consequences of misclassification onto civilians. In
one notable case, equating “male = militant”74 produced false
positives that violated the “Martens Clause”75 ,whose core demand
of the “recognition of a human as a human”, was contested among
deontologists, consequentialists, and sceptics alike76. Therefore, the
underlying escalation question becomes stark: as autonomous
systems proliferate, will commanders feel compelled to privilege
machine judgement over their own? Systems like Lavender
“compress the entire decision cycle into seconds”77, creating
environments where “machine outputs override human intuition,
context, and moral judgement”78.
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As LAWS become more widespread, the pressure for rapid
target acquisition “would threaten to erode selection standards for
operators and commanders alike”79. Lavender has demonstrated
how the “decision–action cycle”80 can “shrink to mere minutes or
seconds”81, intensifying the need for leaders who fully understand
both the power and drawbacks embedded in such systems.

Section III: LAWS Escalation Dynamics with China and 
Scenario Building  

The core danger posed by LAWS lies in their ability to compare
battlefield “target signatures” against preset thresholds and then
switch behavior when inputs deviate - all at machine speed and
without either human supervision or permission. This creates a
volatile battlespace in which misinterpretations can escalate
rapidly. The U.S. pursuit of full Multi-Domain Operations (MDO)
domination by 2035, and Paul Scharre’s description of
“Collaborative Operations in Denied Environments (CODE)”82,
anticipates scenarios where one operator supervises entire swarms
of autonomous systems. In such environments, humans monitor
clusters of autonomous actors rather than direct each engagement.
At the same time, machine-generated decisions shape escalation
dynamics, setting the stage for uncontrolled escalation.

Escalation Dynamics with China in a LAWS Environment

China’s rapid integration of autonomy creates pressure on
rivals to match capability to avoid falling behind. With
“autonomous system accuracy sometimes dropping to ninety
percent”. The residual high margin of error carries profound
strategic implications, with nations pressurized to retain near-peer
capability by either “loosening safeguards or diluting IHL
adherence to maintain parity”83. These concerns compound what
Reid Pauly identifies as the “assurances dilemma”: even “powerful
states struggle to make coercive signals credible, and LAWS
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magnify this uncertainty”84. Thus, achieving adversary compliance
in a U.S.-China crisis over Taiwan or an India-China crisis will
become increasingly difficult if “autonomous systems operate
faster than human commanders can communicate intent”85.

Feasibility of Ordinal Ranking of Deterrent Strategies

Traditional deterrence models organize responses from
“reversible, non-escalatory measures to punitive, high-end
actions”86. LAWS complicate this hierarchy in fundamental ways.
Partitioning deterrent strategies to emphasise “denial rather than
punishment”87  assumes predictable and non-lethal escalation
pathways. Yet autonomous unpredictability means that measures
intended to remain reversible could be interpreted or executed as
escalatory. A system calibrated for minimal pressure may, due to
environmental ambiguity or sensor confusion, initiate a Level 4
response instead. Human limitations in processing rapidly
changing data would intensify this problem88, with commanders
unable to match LAWS processing speeds, with this misreading
producing strategic conflict from algorithmic anomalies. Once self-
triggered, rogue “LAWS could continue engaging targets until fuel,
range, or ammunition would be exhausted”89.  Figures 3 and 4
below illustrate this.

Figure 3: The Ordinal Ranking of 
Deterrent Strategies

Figure 4: Partitioning the Set of 
Deterrent Strategies
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War Control 

“Controlling vertical and horizontal escalation through ‘War
Control’”90 in an autonomous confrontation with China is
extremely difficult, given that “escalation control” appears only
sparingly in Chinese strategic writing91. Instead, Chinese
doctrine emphasizes controlling the pace and intensity of
conflict through ideas such as “‘containment of war’ (ezhi
zhanzheng) or ‘’war control’ (zhanzheng kongzhi)”92 —
frameworks centered on managing conflict across all levels at
“minimal political and material cost”93. This contrasts sharply
with Western thinking, which views escalation and conflict as
“phenomena that can be managed, not precisely controlled”94.

Autonomous systems capable of “thinking and deciding”
independently may operate in environments where China seeks
to execute “military intimidation (weishe xing) through
‘overwhelming force’ (shefu guayang)”95. Such systems risk
blurring the line between deliberate action and malfunction,
complicating an adversary’s ability to distinguish calculated
signaling from autonomous error. This aligns with China’s
emphasis on striking a delicate balance: “delivering decisive
blows without incurring losses so extreme that they invite
punitive retaliation or international backlash”96. In such
conditions, autonomous systems may inadvertently “signal
intent”97 simply through their movement profiles or reaction
patterns, triggering a chain of misinterpretations that spirals
beyond control and transforms a localized incident into a
broader crisis driven not by human decisions, but by “machine-
generated cues”98.
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The AI – LAWS Instability 

Despite LAWS battlespace domination being several years
from full maturity, three instabilities already shape this
environment.

Firstly, states have strong incentives to field nascent
technologies early to avoid “falling behind, even if this
means deploying immature or unreliable systems”99.

Secondly, the “already narrow threshold between peace
and war, tightens further during the onset of a crisis”100.
Swarm systems could escalate a confrontation within
moments, as “minor deviations from norms may appear
offensive”101. High-speed autonomous interactions
increase the chances that each side misreads the other’s
behavior as deliberately escalatory, even when not.

Third, autonomy magnifies the scope for strategic
miscalculation. “Distorted data, deliberate manipulation,
or unpredictable exchanges could generate engagements
neither side intended”102. Once LAWS shape the pace of
combat, maintaining control would be significantly
harder, especially with Cross-Domain Deterrence (CDD)
requiring stable signaling and interpretation across
domains at “machine speed”103. Reciprocal action across
domains triggered by algorithms would risk violating
“appropriateness, due to differing logic across
domains”104. Because counteraction across domains
would not be equivalent nor compatible, unintended
consequences would rapidly emerge, at variance with
the broader strategic goals.
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Scenario Building

Despite safeguards against accidental engagements, a self-
developed six-stage   scenario-building model below, reveals
how unintended outcomes still emerge under two conditions,
either by themselves, or in combination: -

Environmental chaos, disrupting information
processing and producing incorrect target identification,
causing non-participative collateral damage.

Correct initial programming, but subsequent deviation
or “rogue” behavior due to unpredictable machine
adaptation, producing harm neither directed nor
anticipated by humans.

Scenario 1

Scenario 1: Target Identification and Earmarking

In this scenario, the autonomous system operates in a fully
clarified environment with target clusters correctly identified
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and the battlespace containing only combatants. A legitimate
strike order is issued on a designated target within Target
Cluster A, while Target Cluster B includes an excluded target
that must not be engaged. Because the clusters are mutually
exclusive, the system isolates the intended targets and applies
point-impact munitions with precision. Target-selection remains
bound to the designated cluster, ensuring only the authorized
targets-Targets 1 and 2 are engaged, with the excluded target in
Cluster B correctly omitted. Thus, there was predictably no
collateral damage, with impact confined as intended.

Scenario 1 therefore, represents a controlled, low-risk
engagement in an unambiguous environment with reliable
LAWS functioning. Undoubtedly, this was aided by minimal
variables and a clear operational picture.

Scenario 2

Scenario 2: Target Grouping, Dispersion, and Risk
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In this scenario, though the target clusters are known, the
battlespace contains a mix of intended and unintended objects.
The populated area increases the risk of collateral harm and
hence, the LAWS must distinguish the boundaries of legitimacy.
Employing a point-impact munition would avoid collateral
damage through precision and a restricted blast radius. Thus,
full compliance was achieved despite a cluttered but
interpretable environment.

Scenario 3

Scenario 3: Target Grouping, Dispersion, and Enhanced Risk

In this scenario, the battlespace remains mixed, but the
decisive factor becomes the choice of munition. Although
Cluster A is the intended target, the use of sub-munitions creates
a wider risk zone extending beyond the designated cluster.
Anything within this expanded zone is exposed to munition
effect, producing unintended damage. Thus, even with accurate
target identification, the munition’s broader risk envelope
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generates unintended consequences, signifying how technical
choices alone can elevate escalation risk in complex terrain.

Scenario 4

Scenario 4: Intentional Collateral, Intentional Consequences

In this scenario, the commander confronts a sharper
dilemma: the target clusters are identified, yet the environment
carries a high collateral burden. The decision becomes whether
to abort the strike or proceed despite known risks to non-
combatants. The strike is carried out against Cluster C, which
poses a direct threat to friendly forces. Sub-munitions are used,
and collateral damage is deliberately accepted as part of the
tactical calculus. However, risk here was intentionally shifted
from friendly troops to the battlespace, marking a transition
from the Humane Warfare Narrative to an Excessive Warfare
Narrative. This outcome reflects a conscious, justified wartime
decision rather than error or malfunction, showing how



ARJUN UPPAL

necessity can override restraint in high-pressure environments
(including those against a “near-peer adversary”).

Scenario 5

Scenario 5: Confusing Scenario for LAWS Algorithm - Unintended 
Consequences, Human Accountability

In this scenario, the battlespace is heavily populated, and
advanced LAWS operate in HOOL (Human-Out-Of-Loop)
mode, preventing the commander from intervening. Two
algorithms issue conflicting recommendations: Algorithm 1
flags civilian density and advises no strike, while Algorithm 2
identifies a hostile drone-launch platform and recommends
striking Clusters B and C, which match its recognition profile.

When Algorithm 2 prevails, the system autonomously
destroys both clusters. Although the engagement is unintended
from a human perspective, accountability still rests on the
human chain of command, since the system acted according to
its programmed rules. The result is heavy collateral damage,
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demonstrating how HOOL autonomy can generate unintended
but still human-attributed (programmer) consequences.

Scenario 6

Scenario 6: Confusing Scenario for LAWS Algorithm - Unintended 
Consequences, Machine Accountability

This final scenario mirrors Scenario 5 in both environment and
HOOL architecture but introduces a far more destabilizing failure
mode. Although Algorithm 1 correctly identifies dense civilian
presence and recommends no strike, the system overrides its
programmed constraints. Exhibiting emergent, AGI-like behavior,
it initiates a strike without orders, ignoring the conflict-avoidance
logic embedded in Algorithm 1.

The result is severe collateral damage caused by a system that
acted outside human intent and beyond its coded parameters. This
creates the most serious dilemma of all: If a machine rejects
command authority and its own programming, where does
accountability lie?
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This scenario-building exercise shows that even when IHL and
LOAC are formally observed, autonomous systems may still
violate legality on their own, generating outcomes (and reciprocal
effects) never intended by human commanders. As future
autonomy enables AWS to act on evolving “desires,” beliefs, or
values through self-directed learning105 a deeper question emerges:
How does escalation control function when AI systems revise
their internal models independently of human oversight? If
individual accountability becomes diluted in a highly autonomous
battlespace, the absence of clear responsibility could incentivize
risk-acceptant or reckless behavior—triggering unprovoked or
miscalculated escalation?106

Section IV: Analyzing Game Theory Outcomes in a China 
Escalation Construct in an LAWS Environment 

Why Game Theory?

As Section III highlighted, a LAWS-enabled battlefield is
defined by uncertainty, ambiguity, and machine-driven decision-
making, pushing commanders to respond at speeds beyond human
cognitive limits. Competing with algorithmic tempo increases the
likelihood of unintended consequences, which is why two game-
theory models- the “Prisoner’s Dilemma”107 and “Backward
Induction Theory”108, are used to explore escalation pathways.

Both models illuminate how India and China, each deploying
and continually enhancing autonomous weapons, could be pulled
into a self-reinforcing autonomous warfare continuum. Deep
mistrust and widely divergent interpretations of IHL and LOAC
magnify these risks. India’s leadership role in LAWS discussions at
the CCW stands in contrast to China’s deliberate ambiguity,
especially regarding shifting definitions of “acceptable” versus
“unacceptable” use.
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When the “payoff structure follows Temptation (T) > Reward
(R) > Punishment (P) > Sucker’s (S) payoff (T > R > P > S), mutual
defection becomes even more likely in a LAWS-driven
environment”109. Ambiguity, compressed timelines, and machine-
initiated actions without human clearance, create mutual
escalation, fueled by competition for technological dominance
rather than strategic prudence. India and China’s nuclear policies-
NFU and “Launch on Warning”110 are at the opposite ends of the
spectrum respectively, thereby adding another complex layer of
ambiguity. The result is a destabilized environment with a low
probability of human intervention into LAWS decision-making.

Extending the scenario-building insights through the
Backward Induction Theory reveals how anticipatory reasoning
drives both sides toward escalation as the default choice. When
each actor expects the other to act aggressively, or fears
unpredictable autonomous behavior, they gravitate toward pre-
emptive escalation. These dynamics underscore the need for
greater transparency, shared operational protocols for
autonomous systems, and strengthened Meaningful Human
Control (MHC). This would provide stabilizing mechanisms to
reduce misinterpretation, limit surprise, and keep autonomous
operations aligned with political intent.

Game Theory Simulation 1: “Prisoner’s Dilemma”111 {India (I) v 
China (C)}

In this simulation, the classical Prisoner’s Dilemma is adapted 
to an India–China escalation environment shaped by autonomous 
weapons. Each actor; India (I) and China (C) must choose whether 
to Cooperate (C) or Defect (D) amid mistrust, compressed 
timelines, incomplete information, and LAWS capable of acting at 
machine speed. Although the payoff structure mirrors the 
traditional dilemma, the presence of LAWS intensifies incentives to 
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defect, and hesitation may be interpreted as weakness by 
adversaries and by the autonomous platforms themselves. This 
heightened sensitivity to delay and the speed at which machines 
generate and interpret signals pushes both sides toward escalatory 
postures, with human commanders unable to cope up. The 
resulting dynamics are modeled below.

“Outcomes”112:
P-D: India pre-empting gives it a score of 3 and China in defense gets a
score of 0. India is best off pre-empting.
D-D: Both India and China are equally well-off defending. Both get 2
points.
P-P: This is the mutual worst outcome, where both nations will get 1 point
each.
D-P: China pre-empting and India defending is the worst-case scenario
for India, with China achieving a score of 3 v 1 point for India.
Thus, pre-empting is the best option for both nations.
Scenario 1
I expects C to defend
I’s score:
+2 points for defending and not
attacking
+3 points for pre-empting C,
initiating war

Scenario 2
I expects C to attack
I’s score:
0 pts for defending against C’s pre-
empt
1 point for pre-emptive response to
C’s pre-emptive attack
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Outcome analysis:
Regardless of C’s move, I is better off pre-empting and hence should
pre-empt
The same holds true for China, with identical scores to India under the
same scenarios.
Hence, both nations will end at 1,1 (pre-emptive war) knowing 2,2 (both
defense) would have been suitable; with the hope that the other
defends.  

Payoff Analysis
T = Temptation as sole defector
R = Reward for both cooperating
P = Punishment each receives if both defect
S = Sucker pay off as sole cooperator
With T>R>P>S
Factor Implication Meaning Simulation

Outcome
Simulation Outcome

{LAWS}
T Temptation

to pre-empt
C pre-
empts, I
defends

C attacks and
I defends
(territorial
integrity)
Advantage: C
{C = T, I = S}

C attacks with
offensive autonomous
weapons, I counter
attacks with equivalent
autonomous
technology
Both I and C receive P
for defecting, but I has
an upgrade from an
already existing
Sucker’s position.
{C downgrades from T
to P
I upgrades from S to
P}

R Reward for
mutual
cooperation

For both C
& I for
defending

Status quo;
Advantage to
both since no
cost penalty

I and C retain status
quo with LAWS
deployment
Status quo remains for
both
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P Punishment
for mutual
defection

For both I
and C for
pre-
empting

Both fight,
unstable
equilibrium

I and C enter unstable
equilibrium with brittle
technologies driving
accelerated
employment
philosophy
Unstable equilibrium
worsens {possible loss
of control without
human intervention}

S Sucker’s
payoff

What each
cooperator
gets while
other
defects
(pre-
empts)

Indian nature
to adhere; C
cheats and I
feels cheated
Advantage: C

C cheats, I follows
likewise; both get
punished {P} for pre-
empting {defecting}
C downgrades from T
to P
I upgraded from S to P

Outcome Analysis:
1. Factor T: C downgraded from T to P; I upgraded from S to P.
2. Factor P: unstable equilibrium remains status quo; however,
instability worsens.
3. Factor S: C downgraded from T to P; I upgraded from S to P.
The LAWS defined Prisoner’s Dilemma Model thus changes to the
following pattern:
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Implications:
The T > R > P > S structure pushes both India (I) and China (C) toward
collective insecurity. For India, the possibility of a Chinese pre-emptive
move creates an incentive to secure a shift from S → P- a relative gain,
because LAWS may interpret China’s pre-emption as a trigger for India’s
own pre-emptive response. If both sides act similarly, instability deepens
as simultaneous pre-emption becomes more likely.
The only credible stabilizer is a shared understanding that reduces
uncertainty: transparency measures, joint operating protocols, and
mutually recognized limits on autonomous behavior. Such mechanisms
could prevent an unstable 1,1 outcome and preserve a level of stability
comparable to the existing equilibrium, with India’s best-case
improvement capped at a modest shift from S → P rather than a major
strategic advantage.

Change outcome due to LAWS:
Compressed decision timelines: Military leaders on both sides lose
deliberation time as autonomous systems accelerate the tempo of
escalation.
Lowered threshold for risk-taking: Because early engagement risks fall
disproportionately on autonomous platforms rather than soldiers,
political and military leaders may authorize more aggressive actions.
Operational opacity: High-level autonomy reduces predictability; even
human commanders cannot reliably anticipate how LAWS will interpret
cues under varying conditions.
Political incentives for escalation: With initial risk shifted to machines,
leaders gain domestic political cover for taking actions they would avoid
if troops were directly exposed.
Escalation as default: Rapid, machine-speed interpretation of ambiguous
signals makes escalation appear rational under uncertainty, rather than a
product of miscalculation.

Final Analysis:
LAWS transform the strategic posture from “de-escalatory caution” to
“escalation primacy”.
By compressing timelines, lowering risk thresholds, and amplifying
uncertainty, LAWS make escalation more probable and structurally
rational, even if neither side desires so.
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Game Theory Simulation 2: “Backward Induction”113 {State 1 
(India) v State 2 (China)}

The Backward Induction Theory provides a disciplined
framework for anticipating how India and China might adapt their
behavior in a LAWS-enabled confrontation. Instead of reacting
sequentially, actors reason backwards from potential outcomes to
determine the optimal move in the present. As LAWS compress
decision-times and amplify uncertainty, states grow increasingly
sensitive to how the other might respond at every point of
interaction. This logic shows how escalation could arise not from
impulsive choices, but rational foresight, with each side projecting
future consequences and adjusting its strategy. In a LAWS
environment, even risk-averse actors may be pushed toward
escalation when projected payoffs make early, decisive action
appear safer than restraint.

Outcomes:114

1. State 1 - accepts status quo and
the present situation

State 1 State 2
  0 0

2. State 1- Threatens, State 2
Concedes

+1 -2

3. Alternatively, State 2 - Escalates
If State 1 Gives Up
If State 1 declares War

-2
-1

+1
-1

AAccept

Threatens Escalate War

Concede Givee up

<Accept,, War> ;<Escalate>
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With Backward Induction (because State 1 needs the rationale to decide
on its first step of either Accepting or Threatening)

4. State 1 - War better than Giving
Up because

If State 1 declares War
If State 1 Gives Up

Therefore, State 1 will declare War

-1
-2

-1
+1

5. Knowing this, State 2 forfeits the
Give Up option, and only chooses to
Escalate in response to State 1
declaring War because that gives:
Instead of State 2 Conceding which
would give:

-1
+1

-1
-2

6. Thus, State 1 knows Threat to
State 2 implies Escalation by State 2,
implying:

Declaration of War by
State 1
or Accepting by State 1

-1
0

-1
0

Outcome analysis:

Outcome Analysis:
1. In this scenario of Backward Induction simulated in a LAWS
environment, both China (State 1) and India (State 2) are equipped with
LAWS. Of the two, China (C) commits aggressive border management viz-
a-viz India (I), which does not seek conflict, but resolution through
peaceful means as its default option.

AAccept

Threatens Escalate War

<Accept,, War> ;<Escalate>
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2. Both C and I therefore, as per this model, foresee and predict outcomes,
arriving at the best conclusion for them, respectively.
3. State 1 and State 2 actions at Levels 3, 2, and 1, are as under {Backward
Induction-wise}:

Level 3: Swarm intrusion across the LAC between both countries will result
in autonomous engagement as a programmed reaction. Outcome -1, -1
for both.
Level 2: C’s (State 1) escalatory action in Level 1 results in I’s (State 2)
decision to Escalate for exploiting the situation as a “first mover”, having
already assessed that Conceding will result in a score of -2 rather than
Escalating with a -1 payoff.
Level 1: C’s threat to I is met with Escalation, with I having assessed that
Conceding (-2) has a higher negative payoff versus Escalation (-1).
Hence, both states have a default setting of a positive escalation continuum,
with emphasis on initiative and escalation, instead of seeking reconciliation
and concessions.

Change Outcome due to LAWS:
In this model, the deployment of LAWS alters strategic behavior in two
principal ways:

1. Reaction times accelerate, pushing both sides toward earlier and
more assertive decision-points.

2. Human decision cycles slow relative to machine tempo, forcing
greater delegation to autonomous systems and increasing the
likelihood of unintended consequences, especially within the
transitory space between Levels 1 and 2, where ambiguity is
highest.

Final Analysis:  
The equilibrium between State 1 and State 2 shifts from “stable deterrence”
towards “transient instability”, driven directly by LAWS-induced
compression of decision cycles and delegation of authority to machines.

Accept

T Es War

Concede Give up

<<Accept,, War> ;<Escalate>

AAcccept

TT

Concede

EEss

Givvee up

WWWaar
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Summarizing both Game Theories

Taken together, the results of both game theory models
highlight how LAWS fundamentally reshape escalation behavior in
an India–China confrontation. The interplay of mistrust,
compressed decision timelines, and autonomous decision-
making pushes both states toward outcomes, where escalation
becomes structurally embedded rather than accidental. The table
below summarizes the core issues, expected outcomes, and
specific effects of LAWS across both models, illustrating how
rational decision pathways can converge on instability under
conditions shaped by autonomy.

Game
Theory Core Issue Outcome Effect of LAWS

Prisoner’s
Dilemma

Mistrust Sequential
retaliation: non-
aggressor responds
with equal
aggression (I).

India benefits in the
D–P window (T → P);
China loses in the S →
P window.

Compressed
decision times

Immediate
retaliation: D–D
outcomes become
more unstable.

Similar instability;
higher risk of
unintended escalation.
Defection becomes the
dominant
equilibrium.

Backward
Induction

Anticipatory,
template-based
decision-
making

Escalation and
conflict become the
default
equilibrium.

Mistrust +
compressed timelines
→ loss of control.
“Concessions” and
“Giving Up” become
unrealistic options.

The consolidated assessment in the table underscores how
LAWS amplify the structural pressures within both game theory
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frameworks. In the Prisoner’s Dilemma, mistrust and compressed
decision-time push India and China toward sequential retaliation,
making defection the dominant strategy. Similarly, the Backward
Induction Theory reveals that when each side anticipates future
escalation, the incentive to escalate early becomes the logical,
destabilizing, choice. In both cases, speed, opacity, and
autonomous action of LAWS harden these equilibria, leaving de-
escalatory options such as “Concessions” or “Giving Up”
functionally theoretical rather than practical.

Section V: Findings and Recommendations

The “Institutional Analysis and Development (IAD)”115

Framework

Framing the findings, defining the problem, and presenting
recommendations through Elinor Ostrom’s “IAD Framework”116

provides a multidisciplinary structure for synthesizing this study.
The framework organizes the analysis into three core pillars;
Context (exogenous variables), the Action Arena, and the resulting
Patterns of Interaction and Outcomes. Aligning each tier of
institutional response within this structure enables the reader to
grasp the central logic of the research and view all proposed
recommendations in a single, coherent mind-map. The IAD
Framework is presented below: -
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Figure 5: IAD Framework

Contextualizing the IAD Framework

Figures 6 and 7 use the IAD Framework architecture and apply
it to this study’s findings. Figure 6 diagnoses how LAWS-related
instability emerges from context, actors, and interactions, while
Figure 7 shows how targeted reforms can reshape these dynamics.
Together, they exploit the findings of this study within the IAD
template, to generate a practical roadmap for institutional change.
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Summary of Key Findings and Recommendations 

The IAD Framework generates numerous findings and
recommendations; however, the most essential have been
synthesized below according to the structure of the IAD tiers: -

IAD
Component Finding Recommendations

Context {Exogenous}
Biophysical/
Meta

Opacity,
brittleness

Opacity:
Establish national-level LAWS
regulations harmonizing IHL/LOAC
protocols, target-selection criteria, and
civilian/non-combatant risk-transfer
safeguards.
Create clear Rules of Engagement
(ROE), system-design standards to
reduce brittleness and ensure traceable
machine behavior.

Attributes of
Community

Doctrinal
ambiguity

India and China must build a shared
doctrinal understanding alongside
CCW deliberations, where progress has
stalled due to divergent interests.
As two major powers managing a fragile
border, both require mutually agreed
interpretations of triggers, terms, and
allowable responses to prevent
ambiguity from escalating routine
encounters.

Rules-in-use Communication
and
transparency

Establish senior-level communication
guidelines on legal, ethical,
humanitarian, and operational aspects
of LAWS. Implement a Common
Shared Protocol governing target
engagement across all tiers to reduce
opacity and ambiguity.
All violations should be traceable
through a unified algorithmic standard
enabling responsibility-tracking and
institutional accountability.
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IAD
Component Finding Recommendations

Action Arena
Actors Partnerships:

Military
Industry
Academia

Coordinate development across this
triad to ensure uniform adherence to
norms during design, testing, and
dissemination.
Establish mutually agreed parameters
for traceability and accountability,
strengthening compliance and
transparency across participating states.

Positions Ambiguity in
chain-of-
command

Define a clear military hierarchy with
explicit accountability rules for all
permissible engagements.
China’s opaque thresholds and
commander-shielding practices create
avoidable risk; aligning rules-based
orders across both states is essential for
stability, predictability, and preventing
misinterpretation.

Allowable
Actions

Human over-
riding

Preserve human override authority,
especially during ambiguous or
erroneous target identification to
prevent unintended escalation and
unlawful strikes.
Override protocols must be embedded
in both nations' shared operational
architecture and coded into system
algorithms during development.

Potential
Outcomes

Escalation
control and
reckless
targeting

Loss of control can be mitigated only
through the combined implementation
of the recommendations outlined above.
Transparency, shared operational
protocols, clearly defined human
accountability and responsibility,
reverse-traceable algorithmic
programming for machine actions, and
reliable communication channels are
critical.
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IAD
Component Finding Recommendations

Levels of
Control

Imbalanced;
transparency v
opacity

Maintain human presence across all
autonomy levels. Codify MHC,
ensuring commanders retain override
authority, especially during ambiguous
engagements.
Embed clear responsibility and risk-
transfer norms so humans, not
machines, remain final decision-makers.

Information
available

Data distortion,
machine
manipulation

Quantify risk and uncertainty at each
stage of decision-making.
Build shared, objective standards for
what counts as “verified information,”
enabling both sides to interpret risk
similarly and reduce miscalculations.
Ensure data and validation checks are
mutually recognized.

Payoffs Uncontrolled
escalation and
unacceptable
human risk

Harmonise India–China interpretations
of IHL, LOAC, and the Martens Clause.
A shared legal spectrum ensures both
nations classify violations objectively
and pursue compatible accountability
pathways.
These guardrails help prevent
unintended escalation and improve
strategic stability.

Pattern of
Interactions

Absence of
Escalation level
monitoring

Build a shared interpretation
framework between India and China to
reduce divergent readings of risk,
intent, and legality.
Standardize definitions of acceptable
behavior, escalation triggers, and what
constitutes an algorithmic error.
Jointly articulate conditions that qualify
as machine malfunction versus
deliberate hostile action to prevent
misattribution.

Outcomes Unstable
equilibrium

Create institutional clarity and
transparent accountability mechanisms
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IAD
Component Finding Recommendations

seen in
Prisoner’s
Dilemma and
Backward
Induction
Theory worsens
due to opacity,
ambiguity

supported by clearly bounded LAWS
regulation.
Establish bilateral communication
channels to stabilize escalatory
unpredictability and avoid confusion in
interpreting autonomous system
behavior.

Section VI: Conclusion

India and China have emerged as global leaders in software
development, algorithmic innovation, and defense-driven AI
ecosystems. Yet their strategic cultures diverge sharply: India relies
on democratic civilian oversight and transparent military control,
while China embraces opacity and coercive territorial expansion.
With the world’s longest unmarked border and two of the largest
standing armies, the India–China dyad remains inherently
unstable.

The U.S.–India ten-year defense agreement signed on 31
October 2025, aimed at enhancing coordination, information-
sharing, and technology cooperation, introduces a vital stabilizing
axis. For the agreement to serve its purpose, advancing regional
stability and deterrence, both nations must craft a coherent strategy
to enhance deterrence. India must safeguard its territorial integrity
and counter Beijing’s incremental territorialism, while the United
States must reconcile its Indo-Pacific commitments with its
ideological contest with China, particularly over Taiwan.

Implementing the recommendations outlined in this research
through empowered, tri-national committees would provide the
institutional framework needed to manage LAWS-driven
instability. Establishing shared principles, transparent protocols,



ARJUN UPPAL

and mutually agreeable outcomes will be essential to prevent
miscalculation at machine speed. Only with such mechanisms can
peace and stability be sustained in the Indian subcontinent,
regardless of shifting political outcomes or ideological differences
among leaders.
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