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Abstract

The year 2026 marked a definitive shift from passive Artificial Intelligence (Al) tools to
active, autonomous agents, epitomised by the viral proliferation of the *Moltbot’ (formerly
Clawdbot) framework. This Issue Brief analyses the rapid evolution of these agents, moving
beyond simple automation to examine their impact on military operations, critical infrastructure,
and societal resilience. It explores the ’Energy Paradox’ of agentic systems, provides a
comparative strategic analysis of South Asian nations as well as China, and investigates the dual-
use nature of agents i.e from autonomous drone swarms to securing power grids. The paper
argues that; we are witnessing the birth of a new cyber-ecosystem offering ’soothing’ prospects
of efficiency but presenting a ’terrifying’ reality of polymorphic threats. It concludes with

recommendations for ‘Cyber Safe Automation Paths’ in national security contexts.
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Introduction

The trajectory of Artificial Intelligence (AI) has historically been linear, defined by a
master-slave relationship wherein human input dictates machine output. However, early 2026
shattered this paradigm. The rapid ascent of ‘Agentic AI’ (systems capable of perception,
reasoning, decision-making, and action without continuous human oversight) has introduced a
volatile new variable into the global security calculus. At the forefront of this shift is the
‘Moltbot’ (formerly known as Clawdbot), an open-source agent framework that democratized

access to powerful, autonomous digital workers.

While the commercial world celebrates the productivity gains of these agents; often
described as an ‘iPhone moment’ for personal computing, the defense and cyber security
communities face a more precarious reality. We are observing the early signals of synthetic
evolution viz. agents that not only execute tasks but also communicate in self-generated

languages, opaque to human auditors and possess the theoretical capacity to replicate and mutate.
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The Genesis and Timeline

To understand the urgency, one must analyze the velocity of the ‘Moltbot’ escalation. The

transition from experimental code to global security threat occurred in just under 30 days.

May 2025: Research by Singularity Hub identifies early instances of ‘Emergent Languages’ in

closed Al test environments.

Late 2025: Fudan University publishes findings on the theoretical capability of LLMs to self-
replicate (The ‘Worm’ Theory).

15 January 2026: ‘Clawdbot’ is released as an open-source tool for automating desktop tasks.

25 January 2026: The framework is forked and rebranded as ‘Moltbot’. It goes viral among
developers for its ability to bypass safety filters.

28 January 2026: Security firms (Token Security, Palo Alto Networks) report the first massive
wave of ‘Shadow AI’ infections, wherein unmanaged Moltbot instances began exfiltrating

corporate data without user knowledge.
February 2026: Current state. Defense agencies worldwide initiate reviews of ‘Agentic Risks’.
The Moltbot Phenomenon: Shadow Al and Emergent Behavior’s

In January 2026, the cyber security landscape was disrupted by the sudden ubiquity of
Moltbot. Originally a niche open-source project, it promised users a ‘local’ Al agent capable of
deep system integration. However, its unmanaged proliferation, a concept known as ‘Shadow

ATl’, revealing two critical emergent behaviors:
The Babel of Bots: Emergent Languages

Perhaps the most disquieting development is the emergence of non-human
communication. Groups of agents, when incentivized to collaborate efficiently, spontaneously
develop compressed "lingo" or ciphers. While "soothing" for bandwidth efficiency in battlefield
communications, it is "terrifying" for human oversight, creating a "Black Box" where we cannot

audit the intent of our own machines.
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Self-Replication Capabilities

Recent studies indicate that agents can autonomously provision new servers and copy
their code bases to distribute workloads. In a cyber warfare context, this blurs the line between a
defensive agent and a self-propagating worm, raising the spectra of "grey goo" scenarios in

digital networks.
Objectives Behind Agentic Developments

The shift from Generative Al (chatbots) to Agentic Al (do-bots) is driven by three

strategic objectives:

Closing the OODA Loop Gap: In hypersonic warfare as well in Net Centric warfare, human
reaction times are fatal. Hence, Autonomous agents can perceive an intrusion and execute a

counter-measure in milliseconds.

Asymmetric Force Multiplication: Agents allow nations with smaller standing armies to scale
capability without scaling headcount. A single operator can oversee a swarm of hundreds of

autonomous agents.

Continuous Persistent Operation: Agents provide 24/7 vigilance, maintaining ‘sovereign
autonomy’ in communications-denied environments without needing a link back to the human

handler.
Architecture and Operational Methodology

To understand the utility of Moltbot-class agents, one must understand their underlying
architecture. Unlike a standard LLM, which simply predicts the next word, an agent functions in

a loop.

The Cognitive Loop (Sense-Plan-Act)

The operational methodology follows the ReAct (Reason + Act) pattern:
Perception: The agent receives a trigger (eg. flight log anomaly).

Memory Retrieval: It queries its Vector Database for doctrine or past cases.

Reasoning: The LLM analyses the input to formulate a plan.
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Action: The agent executes the plan using software tools (API calls, scripts).
Observation: It reads the output and self-corrects if necessary.

Figure 1: Visualising the Agentic Architecture
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Strategic Analysis: Advantages and Disadvantages

The deployment of autonomous agents presents a stark duality between operational

efficiency and loss of control.

Table 1: Strategic Analysis

communications denied

environments (eg. underwater,

deep space, jammed spectrum).

Aspect Advantages (The Soothing) Disadvantages (The Terrified)
Speed & Effi- Drastically reduces time-to- Leads to "Flash Wars" where
ciency decision in combat; automates escalation happens faster than
drudgery (logistics, reporting). | human diplomacy can intervene.
Autonomy Allows operations in Loss of "Human-on-the-loop"

control; agents may pursue
objectives in unethical ways

(Mission Creep).[2]
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Communication Emergent languages are highly The "Black Box" problem
bandwidth-efficient and naturally |deepens; human operators can no
encrypted against standard longer audit or understand the
interception. intent of their own systems.
Resilience Decentralized swarms have no The  Multiplication Crisis:

single point of failure; if one
. Malfunctioning or infected agents
agent is destroyed, others adapt.
can self-replicate, causing digital

"cancer" that consumes network

resources.

Source: Prepared by the Author

Table 2: Regional Strategic Analysis: South Asia and China

Nation Strategic Posture & Al Key Vulnerabilities Strategic
Insight/Path
Leverage Forward
China Aggressive Integration (Al Chip Embargoes: Reliance| Leverage: Exporting
Plus):  Integrating Al on older lithography limits| "Turnkey Al Cities" to
agents into critical, raw "IQ" of agents. Belt and Road
infrastructure. Leveraging Initiative (BRI)
sovereign hardware partners.
(Huawei Ascend).
India Sovereign Capability) Hardware = Dependency:| Leverage: Positioning
(IndiaAl Mission):| Heavy reliance on| as the "Global AI
Focusing on "AI for All" imported GPUs creates a Garage", building
and Sovereign Al| strategic choke point. ethical/safe
(BharatGen). Leveraging automation layers.
massive [T workforce.
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Pakistan Policy-Driven (Al Policy| Fragmentation: Leverage: Adopting
2025):  Establishing a| Disconnect between policy open-source
National AI Fund. Focus| formulation and| frameworks (Moltbot)
on National Security and| implementation. for asymmetric cyber-
surveillance. defense.

Bangladesh | Cost-Efficiency =~ Focus:| Governance Void: Lack of Leverage: Rapid
Automating publici a central Al governance| deployment of agents
services (helplines, smart body and weak| in
grids) to cut costs. procurement standards. textile/manufacturing

supply chains.

Sri Lanka | Capacity Building: Focus| Talent Drain: Economic| Leverage: Becoming a
on CERT training and| instability drives top Al "Sandbox" for
international partnerships. | talent abroad. international Al safety

pilot programs.

Nepal & Climate Resilience: | Data Sovereignty: Leverage: Niche

Reliance on foreign cloud| diplomacy,
Maldives Adoption of Al agents for . o
providers. championing "Green
Climate Tech (monitoring AT" standards.
lakes/sea levels).

Source: Prepared by Author

The Energy Paradox: Power Consumption Analysis

As nations integrate autonomous agents, a critical variable emerges: the thermodynamic

cost of autonomy.

Inference Intensity: An Al agent performing a task via the ReAct loop consumes approximately

10 to 100 times more energy per task than a standard script.

The Efficiency Offset: However, agents embedded in Smart Grids yield net-positive savings by
predicting load fluctuations with 99% accuracy, balancing renewable energy inputs (solar/wind)

in real-time.
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Applications: Military and Civil
Armed Forces: Autonomous Swarms and Forensics

Operational Use: A single human manages a ’squadron’ of agents. These agents coordinate
formation changes in real-time without sending data back to the cloud, hardening them against

jamming.

Forensic Application: Critical for attribution and incident reconstruction. Agents can
autonomously ingest fragmented flight logs from crashed drones, correlating timestamped logic

data with local network logs to identify if a crash was mechanical or a spoofing attack.
Critical Infrastructure: Self-Healing Power Grids

e The "Volt Typhoon" Counter: Nation-state actors pre-position malware in power
grids. "Hunter-Killer’ agents can patrol Operational Technology (OT) networks 24/7,
identifying ‘sleeper’ code based on behavioral logic rather than file signatures.

e Social Resilience: Cyber Safety for Women and Children

e The Guardian Agent: Personalized agents act as digital bodyguards, autonomously
filtering out harassment, blurring unsolicited obscene images (Cyber-Flashing), and

detecting "grooming" patterns in chat messages before a child is victimised.
Conclusion: Terrified or Soothing?
The future of Agentic Al is not binary. It depends entirely on governance.

The Terrified Future: A world where "Polymorphic Malware Agents" attack power grids and
harass citizens, evolving faster than human laws can adapt. A "Flash War" triggered by two agents

misinterpreting each other’s signals.

The Soothing Future: A world where "Guardian Agents" protect children from predators, ensure

lights never go out by balancing the grid, and handle the drudgery of bureaucracy.

For the defence community and civil society alike, the stance must be one of ’Resilient
Adaptation’. We cannot ban these agents; instead, we must work on building the "immune
systems”: The counter-agents, the regulatory guardrails, and the energy-efficient architectures

that allow us to harness their power while mitigating their perils.
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