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Abstract

The strategic environment of international security has drastically changed with the advent
of cutting-edge artificial intelligence (Al) systems that can conduct independent cyber operations.
One of the most important advancements in Al-driven cybersecurity is Anthropic’s Project
Glasswing, introduced in 2026, which allows Large Language Models (LLMs) to independently
identify and assess software vulnerabilities across infrastructure ecosystems. Project Glasswing
presents issues of cyber sovereignty, technology dependence, military Al vulnerability, and
geopolitical imbalance while being publicly presented as a defensive cybersecurity initiative.

The ramifications of Project Glasswing for India’s defence ecosystem are examined in this
article, with a focus on the strategic military Al infrastructure and the sovereignty of Indian
Military LLMs. The paper makes the case that India’s reliance on foreign semiconductors, frontier
Al ecosystems, and cloud infrastructure creates structural vulnerabilities that could jeopardise
long-term military autonomy. It does this by taking on recent news, semiconductor supply chain
studies, International Relations (IR) theories, sovereign Al literature, and cybersecurity research.
To safeguard India’s strategic autonomy in the developing Al-driven security order, the report
suggests a sovereignty-centred framework that integrates indigenous Al systems, semiconductor
self-reliance, sovereign compute infrastructure, and cyber-defence modernization.
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Introduction
What is Project Glasswing?

Project Glasswing is an initiative launched by Anthropic on April 7, 2026. The concept is simple
enough for a sophisticated Al model to identify potentially harmful security flaws in viral software
before attackers can use the same type of Al to identify and exploit them.

The Glasswing butterfly, which conceals in plain sight and has almost transparent wings, is the
source of the name. The comparison is that software flaws can go unnoticed for decades. There
are other organisations involved besides Anthropic. As launch partners, the project brought
together a sizable coalition of businesses like CrowdStrike, Apple, Broadcom, CISCO, Amazon
Web Services, Google, JPMorgan Chase, Palo Alto Networks, Microsoft, NVIDIA, and the Linux
Foundation (Anthropic, 2026).
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Claude Mythos Preview (The Model Behind It):

(No Time, 2026) explains that to understand Project Glasswing, we need to understand what
Claude Mythos Preview is. According to Anthropic, it is their best model to date for agentic and
coding tasks. The crucial point is that Anthropic did not provide it with cybersecurity-specific
training. Its proficiency in general coding and security capabilities. After asking Mythos to identify

remote code execution vulnerabilities overnight, Anthropic’s own engineers, some of whom
lacked formal security training- woke up in the morning with functional exploits. The model had
completed the task independently. Mythos received an 83.1% score on CyberGym, a test for
reproducing vulnerabilities, in official benchmark testing. On the same test, Opus 4.6, the previous
Claude model, had a score of 66.6%. Mythos was 181 times more successful than Opus 4.6 at
writing Firefox exploits. That is a significant advancement. It was the first model to complete both
of'its sophisticated, multi-step cyberattack simulations from beginning to conclusion, according to
the UK’s Al Security Institute. Anthropic chose not to make it available to the wider public as a
result.

Historical Background of Claude Al

In April 2026, Anthropic unveiled Project Glasswing, a massive cybersecurity project intended to
defend vital software infrastructure from. increasingly complex Al-enabled cyberattacks.
Anthropic’s discovery that frontier Al systems had advanced to the point where they could detect
and exploit software flaws on par with or better than top-tier human security researchers gave rise
to the project. The effort was developed, according to Anthropic, to guarantee that defensive actors
have access to sophisticated Al-assisted vulnerability identification prior to bad actors being able
to weaponise comparable skills. The glasswing butterfly, whose transparent wings represent
weaknesses in software that can go unnoticed for years or even decades, served as the inspiration
for the project’s name (Anthropic, 2026).

Major cybersecurity and technology companies, such as Amazon Web Services, Apple, Broadcom,
Cisco, CrowdStrike, Google, JPMorgan Chase, Microsoft, NVIDIA, Palo Alto Networks, and the
Linux Foundation, came together to form Project Glasswing. The program aims to find and fix key
software system vulnerabilities before attackers can take advantage of them. According to
Anthropic, the project’s Al system found thousands of high-severity vulnerabilities in popular
operating systems and web browsers, including ones that had been undetected for decades despite
thorough automated testing and human review.

The realisation that artificial intelligence is turning cybersecurity into an arms race is what makes

Project Glasswing strategically significant. According to Anthropic, proactive defence is

becoming more and more important because Al has significantly decreased the knowledge and

work needed to identify software vulnerabilities. As a result, Project Glasswing exemplifies a
2
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“defence-first” strategy in which sophisticated Al capabilities are employed to safeguard software
ecosystems prior to the widespread availability of equivalent attack capabilities.

Claude Al and the emergence of Claude Mythos Preview

Anthropic’s Constitutional Al paradigm, which prioritises safety, openness and conformity with
human values, was initially used to construct the Claude family of large language models (LLMs).
Anthropic has gradually increased the reasoning, coding, and agentic capabilities of the model
family since the Claude model was released in 2023. According to research, Claude serves as a
foundation model for complicated thinking and software engineering applications in addition to
complex to conversational tasks (Priyanshu et al., 2024).

The foundation of Project Glasswing is an unreleased frontier model called Claude Mythos
Preview, which Anthropic describes as a general-purpose Al system with exceptional
cybersecurity capabilities. During testing, Mythos autonomously found thousands of previously
undiscovered vulnerabilities, including zero-day vulnerabilities affecting major operating systems
and browsers; the model reportedly found a 27-year-old vulnerability in OpenBSD and
demonstrated the ability to generate sophisticated exploit chains with minimal human assistance.
Due to the dual-use nature of these capabilities, Anthropic decided not to make Mythos public (No
Time, 2026).

Growing worries about cutting-edge Al systems that can conduct offensive cyber operations are
reflected in Anthropic’s decision. Although these methods can significantly improve software
security, if they are widely used, they may also make it easier for hackers and state-sponsored
threat actors to operate. Thus, Project Glasswing serves as a model for the responsible
administration of advanced Al capabilities as well as a cybersecurity initiative.

Semiconductors and Computing Infrastructure Behind Claude Al

The precise semiconductor arrangement utilised to train Claude Mythos Preview has not been
made public by Anthropic. The evidence that is currently available, however, suggests that
Anthropic’s Al models mostly rely on sophisticated Al accelerators provided by top 3
semiconductor manufacturers, especially NVIDIA and Amazon Web Services. Given its crucial
role in providing the high-performance graphics processing units (GPUs) needed for frontier Al
training and inference, NVIDIA is a launch partner in Project Glasswing. Larger clusters of Al
accelerators based on cutting-edge semiconductor manufacturing technologies produced by
foundries like TSMC are typically used to train modern Claude models.

Additionally, Anthropic has a close relationship with AWS, which has contributed billions of
dollars to the business. For large-scale Al training, AWS has created a unique family of Al
semiconductors dubbed Trainium. According to research, AWS Trainium accelerators are an
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affordable substitute for conventional GPU infrastructures that can efficiently train frontier-scale

language models with billions of parameters (Fan et al., 2024). Future Claude systems might make
use of combinations of NVIDIA GPUs and AWS Trainium accelerators, as Anthropic has
increasingly used AWS infrastructure within its model development pipeline.

From a semiconductor standpoint, Claude Al relies on an international supply chain that includes
cutting-edge chip designers, manufacturing plants, packaging innovation, and cloud computing
infrastructure. Therefore, the creation of models like Claude Mythos Preview shows how Al
capabilities are becoming more closely associated with semiconductor sovereignty and strategic
technology competitiveness between states. Control of cutting-edge Al chips, production capacity,
and cloud infrastructure has emerged as a crucial component of cybersecurity, digital resilience,
and national competitiveness.

Development of Large Language Models (LLMs)

The development of Large Language Models (LLMs) from conversational systems into
autonomous cyber-capable infrastructures has increased concerns about national security and
digital sovereignty. Frontier Al models are now capable of advanced reasoning, vulnerability
discovery, exploit analysis, and strategic cyber operations. In April 2026, Anthropic launched
Project Glasswing, a cybersecurity initiative that brought together major technology companies
like Amazon Web Services (AWS), Microsoft, Google, Apple, Cisco, NVIDIA, CrowdStrike, and
Palo Alto Networks (Anthropic, 2026).

Anthropic claims that Mythos Preview found vulnerabilities “in every major operating system and
browser,” including several issues that had goneunnoticed for decades. (Anthropic, 2026). Within
weeks of deployment, the algorithm found over 10,000 significant vulnerabilities in open-source
software projects, according to a later report by The Economic Times(2026).

These developments point to a significant shift in cyberwarfare: These days, Al algorithms can
find strategic flaws more quickly than human cybersecurity teams can fix them. This development
raises serious issues for India regarding Al infrastructure autonomy, cyber-defence reliance,
semiconductor vulnerabilities, military Al sovereignty, and strategic technology imbalance. This
article makes the case that a more comprehensive framework linking Al governance,
semiconductor self-reliance, sovereign compute infrastructure, and cyber-defence resilience is
necessary to safeguard the sovereignty of Indian Army LLMs.

The strategic environment of International security and military affairs has changed as a result of

the quick development of artificial intelligence (AI), semiconductor technologies, and autonomous

cyber capabilities. Algorithmic decision-making, Al-powered cyber operations, semiconductor

supply chains, and independent digital infrastructures are becoming more and more important in

modern warfare (Husain, 2021). Concerns over Al-enabled vulnerability discovery systems that
4
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can independently find and exploit zero-day vulnerabilities across international software
ecosystems were heightened in 2026 with the launch of Anthropic’s Project Glasswing (Collins

2026). Scholarly interest in Al militarisation, strategic autonomy, semiconductor sovereignty, and
cyber deterrence has increased as a result of these advancements.

The research and policy literature on Al militarisation, cyberwarfare facilitated by Al, strategic
sovereignty, semiconductor dependence, India’s military Al ecosystem, and international relations
theories related to rivalry for technological dominance. The research combines academic journals,
policy reports, defence analyses, and contemporary news sources.

Identify the evolving debates surrounding Al sovereignty and the strategic implications of Project
Glasswing for India’s defence infrastructure.

Al as a Strategic Instrument of Power

In the late 2010s, the notion that Al is a revolutionary geopolitical force gained significant interest.
The growing belief that Al would play a major role in the distribution of global power was
epitomised by Russian President Vladimir Putin’s declaration that “whoever leads in Al will rule
the world” (RT News, 2017). The global Al competition, especially between the US and China, is
a rebuilding of the international order through technical superiority, according to Kai-Fu Lee’s Al

Superpowers.

This view is consistent with realist and offensive realist theories of international relations, which
contend that in anarchic international systems, nations constantly strive for technological
dominance to maximise their chances of survival and strategic impact. A growing body of recent
research views Al capabilities as strategic assets on par with nuclear or industrial power.

The global compound semiconductor market size was worth around USD 59.44 billion in 2025
and is expected to grow from USD 66.10 billion in 2026 to approximately USD 169.06 billion by
2035, expanding at a CAGR of 11.02% from 2026 to 2035. (Precedence Research, 2026).
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These advancements show that Al is increasingly seen as a factor that determines geopolitical
strength and strategic autonomy rather than just a technological advancement.

Al Militarisation and Modern Warfare

A growing number of academics contend that Al is radically changing the nature of combat.
According to Husain (2021), Al speeds up operations by providing machine-speed battlefield
analysis and shortening military decision-making cycles. Future intelligence, surveillance, and
reconnaissance (ISR) systems are expected to rely more on Al-enabled autonomous processing
systems than on conventional human-centric intelligence workflows, according to Roberts and
Payne (2016, p. 12). Similarly, King (2024) emphasised that Al warfare systems increasingly blur
distinctions between combatants and algorithms, human and machine decision-making, offence

and defence. Al-enabled warfare also includes autonomous targeting. China is actively seeking
“intelligentized warfare,” where Al systems become essential to military operations, decision
superiority, and strategic domination, according to the Eurasia Review’s appraisal of the People’s
Liberation Army (PLA) (Ranjan, 2022).
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Al militarization has heightened India and Pakistan’s strategic rivalry in South Asia. By increasing
automation and decreasing human oversight, Saeed (2023) contended that the incorporation of Al
into South Asian military systems could undermine deterrence. In a similar vein, Amir (2024)
noted that Al is transforming the defence industries of India and Pakistan through cyber
capabilities, autonomous ISA systems, and predictive military analytics.

India’s Al modernization is increasingly portrayed in Pakistani strategic literature as a cause of
regional instability and escalation of danger (Mansoor, 2024). Khurshid and Zaman (2024) added
that the use of Al in Indian military systems raises further security concerns in South Asia because
of the hazards associated with autonomous warfare, cyber escalation, and asymmetric capabilities.

Project Glasswing and AI-Enabled Cyber Warfare

A major change in Al-enabled cybersecurity is represented by Project Glasswing. According to
reports, Anthropic’s initiative used the Claude Mythos Preview approach to automatically find
vulnerabilities and zero-day exploits in significant software ecosystems (Anthropic, 2026).
According to (Fadilpasi¢, 2026), the system found thousands of vulnerabilities, operating system
issues, vulnerabilities in popular browsers, and security hazards that were previously unidentified.

The dual-use aspect of such technologies has raised concerns among cybersecurity researchers,
according to Kachwala (2026), Glasswing is presented as a defensive cybersecurity infrastructure,

but if it were weaponised, its capabilities might allow for aggressive cyber operations. This dual-
use paradox is consistent with the Security Dilemma theory in international relations, which holds
that defensive technical advancements inadvertently cause competing states to become
strategically insecure. Autonomous Al systems may undermine cyber deterrence and raise
escalation risks, according to a steadily increasing amount of research on strategic stability (Rickli,
2019). In a similar vein, Topychkanov (2020, pp. 12-13) cautioned that Al-enabled strategic
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systems shorten response times and may limit chances for diplomatic de-escalation in times of
crisis.

Semiconductor Sovereignty and Strategic Dependency

The research progressively highlights how semiconductor sovereignty is crucial to Al sovereignty.
Semiconductors serve as the basis for: autonomous military infrastructure, cloud computing,
GPUs, Al training systems, and cyber-defence technologies. The concentration of semiconductor
market power among a small number of companies and nations was brought to light by (Lu, 2025a;
Visual Capitalist, 2023b).

GLOBAL MARKET SHARE OF TOP SEMICONDUCTOR MAKERS

COMPANY COUNTRY % SHARE
TSMC Taiwan 56.7
SRR R e — B e
e e B e
GlobalFoundries UsS 6.6
SMIC China 54
Powerchip Technology Taiwan 24

Hua Hong Semiconductor | China 1.6
Tower Semiconductor Israel 1.5

VIS Taiwan 1.5

All Others — 81

‘U.S.-Taiwan Relations in a New Era’, Independent Task Force Report No. 81, CFR (2023). 2021 data

A variety of key minerals, such as cobalt, lithium, gallium,germanium, and rare earth elements,
are crucial for the production of semiconductors and are necessary for advanced electronics, chip
fabrication, and developing technologies. Berg et al. (2024) mentioned that substantial supply-
chain risks result from the concentration of these resources and their processing facilities in a small
number of nations. China controls the refining and processing phases of key essential materials

needed for the creation of semiconductors, even though some minerals are produced in multiple
regions. This concentration exposes semiconductor-producing nations to geopolitical risks, trade
restrictions, and possible supply disruption while giving China significant control over global
supply chains. The authors stress that competition for these resources will get more intense due to
the growing demand for semiconductors, which is being pushed by sophisticated manufacturing,
renewable energy technologies, and artificial intelligence. In order to lessen reliance on
geographically concentrated mineral processing networks, governments and businesses are
attempting to diversify supply sources, improve local processing capabilities, and create robust
supply chains (Berg et al., 2024).




IB 532 | Ishika Mandal

FIGURE 4

Summary of the Disruption Potential for Five Key Minerals

Raw Material Distruption Potential

Gallium

Germanium Moderate-High
Fluorspar Moderate
Arsenic Moderate
Copper Low

AMERIC AS
PROGRAM

Source: Authors’ analysis. CSIS

CRITICAL MINERALS IN SEMICONDUCTOR SUPPLY CHAINS AND INDIA’S STRAT! GIC DEPENDENCY
-

CRITICAL MAJOR GLOBAL INDIA'S DEPENDENCY STRATEGIC RISK POTENTIAL INDIAN ALTERNATIVES /
MINERAL SEMICONDUCTOR SISt PRODUCERS STATUS FOR INDIA DOMESTIC SOURCES
Used in gallium nitride (GaN) it s China’s export ) )
Gallium chips, radar systems, 5G, ng;‘:"i:r é::'"::ﬁy . Highly import restrictions may Bauxite resldues and zinc
\ (Ga) military electronics, KazakFistan' ’ dependent disrupt defense processing waste in
Al processors electronics and Al Odisha and Andhra Pradesh
chip manufacturing

Fiber optics, infrared optics, Vulnerability in defense

4 Germanium $ i China, Canada, Mostly 2 Zinc ore processing
W <o satalites, mifary sensers, | gy ® rportea o e byproducts n Rajasthan
Rare Earth Permanent magnets, missile China (~70% global Partial domestic Supply chain coercion Monazite sands in
& Elements guidance, Al hardware, production), Myanmar, @ reservesbut heavy risk and military Kerala, Tamil Nadu,
(REES) defense electronics Australia refining i Odisha
Semiconductor alloys, Democratic Republic Energy storage and Nickel-cobalt deposits in
Cobalt Nearly full
@ (Co) batteries, Al servers, of Congo, Indonesia, [ I oy y‘ : y defense battery Odisha and Jharkhand
military energy systems Russia R vulnerability (limited capacity)
o Critical for Al b 2 o
& Lithium Alvx_iata centers, batteries, Australia, Chile, China, Highly Import Tfraatrictife and !.nh:um reserves ldtlannﬁed
&5 w military drones, energy Argerion i oty pithsite vl i in Jammu & Kashmir and
< storage P sitan Rajasthan
. silicon Semiconductor wafers, China, Japan, Taiwan, ® ::;’K::I:br::::(t:“ Fabrication ecosystem Quartz reserves in
(Ultra-Pure) Al chips, processors South Korea ke pratiicaion vulnerability Rajasthan, Andhra Pradesh
Copper Semiconductor interconnects, o z Moderate import Critical infrastructure Rajasthan, Madhya Pradesh,
cw military electronics, power Chile, Peru, China | o and electronics Tradthasd
systems exposure
Nickel Semiconductor plating, Indonesia, Philippines, @ ™ot Strategic battery,
z 5 s : and defense Odisha nickel deposits
(Ni) Al battery systems Russia dependent ek
Tantalum Capacitors in military Rwanda, DRC, ® o :;:::fs:‘;c‘:e""” Minor reserves in
(Ta) :::I‘z:':::";‘r’s Brazil POLES! i Chhattisgarh and Jharkhand
Helium & Semiconductor lithography U.S., Qatar, Ukraine, Py 5 ‘s’;":‘[‘:‘b;"‘:‘"‘ advanced Limited domestic production
Neon Gas and chip fabrication Russia Rt eqneucion capacity
manufacturing
@ High Dependency / High Risk ® Moderate Dependency / Moderate Risk @ Low Dependency / Lower Risk

Source: CSIS (2021) - From Mine to Microchip: Critical Minerals and Semiconductor Supply Chains

These worries gave rise to the idea of “Pax Silica.” By creating alternate supply chains for
semiconductors and essential minerals, India and its allies are attempting to lessen their reliance
on China (Smith, 2026). Nonetheless, several studies have shown that fabrication facilities alone
cannot accomplish semiconductor sovereignty. Compute infrastructure, semiconductor-grade
chemical refinement, and processing ecosystems continue to be equally important (Cruzes, 2026).

In the era of digital warfare and artificial intelligence, semiconductor and computing sovereignty
have become fundamental cornerstones of national security. Because advanced Al systems, such
as military large language models (LLMs), rely significantly on secure semiconductor ecosystems,

9
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high-performance computing infrastructure, and trusted data networks, Al sovereignty cannot exist
without computer sovereignty. Long-term defence autonomy may be jeopardised by strategic
vulnerabilities brought about by India’s increasing reliance on imported semiconductors, GPUs,
and essential minerals. Therefore, to lessen reliance on foreign-controlled supply chains, India
needs to speed local semiconductor manufacture and GPU infrastructure development, as well as
crucial mineral refining and defence-grade chip manufacturing. According to Cruzes (2026),
control over data centres, optical communication networks, computational infrastructure, and
energy systems increasingly determines modern Al sovereignty. This is an illustration of a larger
geopolitical change in which technology infrastructure has evolved into a tool of strategic power.
During times of geopolitical unrest, India’s sovereign Indian Army LLLMs and Military Al
systems cannot continue to rely on foreign cloud ecosystems or outside semiconductor suppliers.
Thus, in order to ensure strategic autonomy, cyber resilience, and secure military Al deployment
in future multidomain warfare environments, it is imperative to develop sovereign compute
infrastructure, reliable semiconductor supply chains, domestic chip fabrication ecosystems, and
indigenous Al accelerators (Cruzes, 2026).

Al sovereignty and Indian Defence

India’s growing defence modernisation increasingly depends on Al systems integrated into
surveillance, logistics, battlefield intelligence, cyber defence, and decision-support systems.
However, scholars increasingly argue that India’s Al infrastructure remains structurally dependent
on imported semiconductors, foreign GPUs, foreign cloud ecosystems, and external LLM
architectures.

This poses a challenge to “decision sovereignty,” according to Wei & Shu (2026), since military
Al systems continue to rely on outside vendors for operational functioning. Project Glasswing

raises this issue since Al-enabled vulnerability discovery tools may find flaws in Indian defence
communication networks, autonomous Al systems, and military networks. The concept of
“material zero-day vulnerability” emerges here, where vulnerabilities exist simultaneously across
software, hardware, firmware, and semiconductor supply chains. They also proposed model
replaceability frameworks where supplier models remain interchangeable analytical modules
while command authority remains sovereign. This framework is particularly relevant for the Indian
Army's Al modernisation. Tucker (2019) further warned that Al-driven information warfare might
use synthetic media and Al-generated intelligence manipulation to control not only digital systems
but also strategic perception itself.

Al, Nuclear Stability, and Escalation Risks

A significant amount of research looks at how Al affects nuclear deterrence and strategic stability.
According to Rickli and Jean-Marc (2019), Al systems could undermine nuclear deterrence by

decreasing strategic ambiguity, shortening decision-making deadlines, and increasing automation
10
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pressure. Similarly, Boulanin (2019) cautioned that incorporating machine learning systems into

command structures raises the possibility of computational errors, unintentional escalation, and
poor human-machine coordination. These issues are especially serious in South Asia because of
cyber vulnerability, political instability, shortened escalation windows, and past India-Pakistan
confrontations. Yusuf’s (2019) study of the Pulwama crisis showed how quickly crises can worsen
even in the absence of sophisticated Al-enabled systems. In order to ensure strategic stability,
Liang & Klare (2024) stressed the significance of retaining significant human control in Al-

enabled military systems.
E SIPRI Insights on Peace and Security
No.2025/06  Junc 2025
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Ethical Frameworks and International Governance—the necessity of International governance
frameworks for autonomous military systems is emphasised more and more in literature.
Regulations about autonomous weapons systems under the Convention on Certain Conventional
Weapons (CCW) are still being discussed by the UN Office for Disarmament Affairs (2025). In a
similar vein, governance principles for autonomous and intelligent systems have been proposed
by the IEEE Standards Association, n.d. (2025), with a focus on openness, responsibility, human
supervision, and the ethical application of Al. Nonetheless, academics contend that governance

structures are still disjointed and unable to control quickly developing Al military technologies.
India’s Domestic Alternative & Self-Reliance

India’s Lithium Discovery in Jammu and Kashmir- A major step toward lowering strategic reliance
on imported battery minerals necessary for Al infrastructure and autonomous military systems has
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been taken by India with the discovery of lithium mines in Jammu and Kashmir (Ministry of
Mines, 2023).

Rare Earth Sands in Odisha and Kerala- India possess monazite-rich beach sands containing rare
earth elements, thorium, and titanium minerals. Major reserves exist in Odisha, Kerala, Tamil
Nadu and Andhra Pradesh. The rare-earth elements are essential for semiconductors, missile
systems, and defence electronics (IREL, 2025).

Quartz and Silicon Reserves for Semiconductor Manufacturing- Al processors and semiconductor
wafers are built on ultra-pure silicon. India has substantial reserves of quartz in Andhra Pradesh
and Rajasthan. The availability of raw quartz is not the problem; rather, wafer fabrication
environments and semiconductor-grade purification are. India lacks the large-scale
semiconductor-grade purification and wafer fabrication facilities required for advanced chip
manufacture, while having an abundance of quartz reserves suited for silicon production (IBM
Research, 2024).
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According to NITI Aayog (2024), mining constraints alone are not the main cause of India’s
strategic vulnerability, but rather shortcomings in downstream semiconductor integration,
processing, and refining. Therefore, in addition to strategic International partnerships like the
India-Australia Critical Mineral Partnership, India will need to develop domestic semiconductor-

grade chemical processing capabilities, reliable fabrication infrastructure, and indigenous refining
ecosystems in order to achieve semiconductor sovereignty (Australian Government Department of
Industry, Science and Resources, 2024).
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Conclusion

With significant ramifications for India’s military autonomy and cyber sovereignty, the
introduction of Project Glasswing and the wider trajectory of Al-enabled cyber warfare indicate a
major shift in the strategic context of international security. This research has shown that Al is
becoming a key tool for military decision-making, geopolitical influence, and strategic dominance
rather than just a supporting technology. India faces an increasingly unstable security environment
where defensive technological advancements by one state unintentionally create strategic
insecurity for others, as China pursues “intelligentised warfare” and Al militarisation heightens
the rivalry between India and Pakistan in South Asia. This dynamic is aptly captured by the
Security Dilemma theory in international relations. The dual-use paradox is best illustrated by
Project Glasswing, which is marketed as a defensive cybersecurity initiative that can find over
10,000 vulnerabilities in major operating systems and browsers. However, its underlying
capabilities could be weaponised for aggressive cyber operations, undermining cyber deterrence
and dangerously reducing crisis response times. Since advanced military large language models
(LLMs) and Al-driven defence systems depend critically on secure semiconductor ecosystems,
high-performance computing infrastructure, trusted data networks, and domestic chip fabrication
definitively establishes that Al sovereignty is fundamentally inseparable from semiconductor
sovereignty and compute sovereignty.

This paper defines “material zero-day vulnerabilities” as simultaneous flaws in software,
hardware, firmware, and semiconductor supply chains that compromise long-term defence
autonomy and decision sovereignty. Although the discovery of lithium in Jammu and Kashmir,
rare earth sands in Odisha and Kerala, and significant quartz reserves in Andhra Pradesh and
Rajasthan represent encouraging first steps towards upstream resources, they cannot achieve
semiconductor sovereignty without the development of indigenous Al accelerators, wafer
fabrication facilities, downstream processing capabilities, and semiconductor-grade chemical
refinements. Constructivist viewpoints show how “sovereign AI” must become a normative
identity for India’s strategic autonomy doctrine, while realist IR theory argues that India’s reliance
on semiconductors Reliance on semiconductors represents a structural vulnerability in anarchic
international systems, where technological superiority determines power distribution. Because Al-
enabled systems could weaken nuclear deterrence by reducing strategic ambiguity, shortening
decision-making deadlines, increasing automation pressure, and raising the risk of computational
errors or unintentional escalation—particularly acute concerns given South Asia’s history of rapid
crisis escalation, as demonstrated during the Pulwama crisis, the implications for nuclear stability
and strategic stability in South Asia are especially concerning. Although ethical principles
emphasising human supervision and accountability are proposed by international governance
frameworks under the UN Convention on Certain Conventional Weapons (CCW) and the IEEE
Standards Association, these structures are still disjointed and insufficient to control rapidly
developing military Al technologies.
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This paper proposes a sovereignty-centred framework that integrates four interconnected pillars to
support India’s strategic autonomy in the emerging Al-driven security order: rapid expansion of
domestic semiconductor manufacturing through the India Semiconductor Mission, with a focus on
defence-grade chip fabrication and RISC-V open-source architectures; creation of sovereign
compute infrastructure, including a national defence Al cloud independent of foreign-controlled
platforms; and comprehensive cyber-defence modernisation with Al-driven vulnerability
patching, zero-trust architecture for military networks, and systematic Al red-teaming of Indian
military LLMs. India can only guarantee strategic autonomy, cyber resilience, and secure military
Al deployment in future multidomain conflict scenarios while retaining significant human control
over nuclear and conventional military assets through an all-encompassing, sovereignty-centered
approach.
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